a SANGFOR Technologies Co., Ltd.
-l > SANGFOR International Service Centre: +60 12711 7129 (7511)
-

Malaysia: 1700817071
Email: tech.support@sangfor.com.hk
RMA: rma@sangfor.com.hk

IAM V4.1 User Manual

SANGFOR

April, 2014












SANGFOR IAM v4.1 User Manual

Announcement

Copyright © SANGFOR Technologies Co., Ltd. All rights reserved.

No part of the information contained in this document shall be extracted, reproduced or transmitted in any
form or by any means, without prior written permission of SANGFOR.

&
SANGFOR, SANGFOR Technologies and the SANGFOR logo =" are the trademarks or registered
trademarks of SANGFOR Technologies Co., Ltd. All other trademarks used or mentioned herein belong to

their respective owners.

This manual shall only be used as usage guide, and no statement, information, or suggestion in it shall be
considered as implied or express warranties of any kind, unless otherwise stated. This manual is subject to
change without notice. To obtain the latest version of this manual, please contact the Customer Service of
SANGFOR Technologies Co., Ltd.






SANGFOR IAM v4.1 User Manual

Symbol Conventions

This manual also adopts the following symbols to indicate the parts that need special attention to be paid

during the operation:

Convention | Meaning Description
) Indicates actions that could cause setting error, loss of data or
A Caution _
damage to the device.
A Warning Indicates actions that could cause injury to human body.
? Note Indicates helpful suggestion or supplementary information.

Technical Support

Email:  tech.support@sangfor.com.hk
International Service Centre: +60 12711 7129 (7511) Malaysia: 1700817071

Website: www.sangfor.com
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Chapter 1 1AM Installation

This chapter mainly describes the appearance and installation of SANGFOR IAM hardware device. After

correct installation, you can configure and debug the system.

1.1 Environment Requirement

The SANGFOR IAM device requires the following working environment:
+ Input voltage: 110V-230V
+ Temperature: 0-45C
+ Humidity: 5%-90%

To ensure long-term and stable running of the system, the power supply should be properly grounded,
dustproof measures taken, working environment well ventilated and indoor temperature kept stable. This
product conforms to the requirements on environment protection, and the placement, usage and discard of

the product should comply with relevant national law and regulation.

1.2 Power

The SANGFOR 1AM device uses 110 ~ 230V alternating current (AC) as its power supply. Make sure it is

well-grounded before being provided with power supply.

1.3 Product Appearance

SANGFOR

M3400-5G -

SANGFOR IAM Hardware Device

Above is the front panel of SANGFOR IAM hardware gateway device. The interfaces or indicators on the

front panel are described respectively in the following table.
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Table 1 Interface Description

No. Interface/Indicator Usage

1 CONSOLE Interface Used for high-availability function (redundant system)
2 WAN2 (eth3) Network interface to be defined as WAN?2 interface

3 DMZ (ethl) Network interface to be defined as DMZ interface

4 WAN1 (eth2) Network interface to be defined as WANL1 interface

5 LAN (eth0) Network interface to be defined as LAN interface

6 POWER Indicator Power indicator of IAM gateway device

7 ALARM Indicator Alarm indicator of IAM gateway device

s

The CONSOLE interface is only for debugging by technical engineers. The end users connect to the
device via the network interfaces.

1.4 Configuration and Management

Before configuring the device, please prepare a computer and make sure the web browser (for example,
Internet Explorer browser) of the computer can be used normally. Then connect the computer with the
IAM device to a same local area network (LAN) and then configure the IAM device on the computer over

the established network.

The default IP address settings for the network interfaces are described below:

Interface IP Address

eth0 (LAN) 10.251.251.251/24
ethl (DM2) 10.252.252.252/24
eth2 (WANL1) 200.200.20.61/24

1.5 Wiring Method of Standalone

Connect the power cable to the Power interface on the rear panel of the IAM device and switch on the
power supply. The POWER indicator (in green) and ALARM indicator (in red) on the front panel will be

lighted. The ALARM indicator will go out one or two minutes later, indicating the device runs normally.
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Follow the instructions below to wire the interfaces:
+ Use standard RJ-45 Ethernet cable to connect the LAN interface to the local area network and
then configure the IAM device.
+ Use standard RJ-45 Ethernet cable to connect the WANL interface with the networking device,
such as router, optical fiber transceiver, ADSL Modem, etc.
+ Use standard RJ-45 Ethernet cable to connect DMZ interface to the DMZ zone network.
Generally, the Web server and Mail server providing services to wide area network (WAN) are

placed at the DMZ zone. The |AM device provides secure protection for these servers.

When wiring the interfaces, please use the correct cables for connection as instructed below:

+ Use straight-through cable to connect a WAN interface with the Modem, and crossover cable to
connect a WAN interface with the router.
+ Use straight-through cable to connect the LAN interface with the switch, and crossover cable to

connect the LAN interface on the device with the network interface on the computer.

If connections cannot be established while the corresponding indicator functions normally, please check
whether cables are correctly used for connections. The differences between straight-through cable and

crossover cable are the wire sequences at both ends, as shown below:

10
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1.6 Wiring Method of Redundant System

If two IAM devices are deployed in high availability mode (HA), please wire the two devices to external

network and internal network as shown below:

L
i
//

/ o .
e / External Line

LAN| CONSOLE | LAN COLE

S

Internal Line

Follow the instructions below to wire the two devices:

+ Use standard RJ-45 Ethernet cable to connect the WANL interfaces of the two 1AM devices to a
same switch (if multi-line function is applied, the wiring method is the same: just connect the
WAN interfaces of the two devices to a same external line), and then connect the switch to other
networking devices, such as router, fiber optical transceiver and ADSL Modem, etc.

+ Use the Console cable (among the accessories) to connect Console interfaces of the two IAM
devices.

+ Use RJ-45 Ethernet cable to connect the LAN interfaces (eth0) of the two IAM devices to a same

switch, and then connect the switch to the LAN switch, connecting it to the LAN.

After the two devices are correctly wired, switch on the power for both devices and then configure them.
The procedures for configuring the redundant system are the same as that for a standalone device. You
need only configure the active IAM device, which will automatically synchronize its configurations to the

standby IAM device.

12
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Chapter 2 1AM Console

2.1 WebUI Login

The IAM device supports secure HTTPS login, using the standard port of HTTPS protocol. If you log into
the Web Console of the IAM device for the first time, type the default login address https://10.251.251.251
in the address bar of the browser.

W,

v
Using HTTPS to login to the WEBUI and manage the IAM device can avoid the potential risks that
the configurations may be intercepted during transmission.

Log into the Web Console

After finishing all the wiring, you can then log into the Web User Interface (Ul) to configure the

SANGFOR IAM device. Follow the procedures below to log into the console of the IAM device:

Step 1. Configure an IP address (for example, 10.251.251.100) on the 10.251.251.X subnet for the
computer, and then type the default login IP address and port in the IE address bar:

https://10.251.251.251. Click <Go> and the following alert dialog appears:

Security Alert @

ri"‘l |nformation vou exchange with this site cannot be viewed or
?. changed by atherz. However, there iz a prablem with the zite's

gecurity certifizate.

& The securty certificate was izzued by a company pou have
not chosen to toust, Yiew the certificate to determing whether
wou want ko trust the certifping authonty.

ﬂ The zecurty certificate date is valid.

& The name on the security certifizate is invalid or does not
match the name of the zite

Do you want o proceed?

| ;es | [ Mo ] [Hiew Certificate

Step 2. Click <Yes> to open the login interface, as shown below:

13
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Step 3. Type the user name and password, and click <Login> to log into the IAM device console. The
username and password are Admin by default.

To view the version of the current IAM gateway device, click <Version>.

You can log into the console without installing any ActiveX. Non-IE browsers are also supported.

Remove the Certificate Alert Dialog

During the login to the console, the browser may pop up the certificate alert dialog. To remove it, do as

follows:

Step 1. Log into the console, open the [System] > [Advanced] > [Web Ul Options] page. Specify the IP
address (to which the certificate will be issued) in the [Issue Console SSL Cert. To] field. Here,
the IP address refers to that of the network interface for login and it is the IP address of the LAN
interface by default. In this example, we suppose that you have logged into the console through

the default address of the LAN interface.

14
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|

Advanced

Advanced Settings << | | Web Ul Options

Web LI Options

Default Encoding: | GBK v | (D
Log R d Cpti
pa esare Lpins Global Flow Speed Unit: | Bfs w
Prowy Sener Settings HTTPS Login Port | 443
Remote Maintenance Idle Timeout: [60 ®
STl AL B it lssue Cansole SSL Cert. To: (3 Gateway: 192.166.76.210

() Customup to BO bytes

Cerificate Issued To 192 168.76.210
Download Cetificate

Commit

Step 2. Click <Download Certificate> to download the certificate to the local computer and click <Save>

to save it.

File Download - Security Warning

Do you want to open or zave thiz file?

Mame: ca_roaok,crk

Type: Security Certificate
From: 200.200.76.210

Open ][ Save ] | Cancel |

While filez from the Intermet can be uzeful, thiz file type can
potentially harm your computer. [F pou do not trust the source, do not
open ar gave thiz software. What's the risk?

Step 3. Locate the certificate in the local computer and double-click it to install.

After the certificate is installed, the alert dialog will not pop up when you login through the default address

of the LAN interface.

(::;
Q Only when you login through the IP address specified in [Issue Console SSL Cert. To] and the local
computer has installed the certificate will this alert dialog be removed. If you login through other

address or the computer has not installed the certificate, the alert dialog will still pop up.

15
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2.2 Configuration

After logging in to the Web UIl, you will see the following major modules: [Status], [Objects],
[User/Policy], [Bandwidth Mgt], [Proxy/Cache], [Security], [Firewall], [Network], [System] and

[Diagnostics], as shown below:

& . SANGFOR | 12m 3.4 User admin [ Logout | [ Help 1] Internal Data Center |
-
Navigation Menu « Running Status
b Status @SelectDisplayed Modules - @Restore Default Display
- e
b Objects Resource Information | Throughput-All WAN Interfaces {Real- |2 & /%//%]| —
Dali time})
b UserPolicy cPU [0 7% Todaysinfo Blocked/Recorded
KE Sent57Bis Received:931Bf
» Bandwidth Mgt Memory ] 33% o0 o 301;05 RHESTESRELE S 8
Disk [ 2%  prowsing 27103 »e
¥ ProxyiCache .
Sessions: 457 SentRevd 0r 200
b Security _ Emails: == 150
Online Users: 1 100
. Cutgoing
b Firewall Systern Time: Filos: ara 50 m_
rE— 2011-05-04 0 e Dieeecs
114576 BBS Posts: -/0 11:42 11:43 11:44 11:45
» System IM Chat: g/a W cent @ Received
» Diagnostics Enter Internal Data Center
o . User Flow Ranking = YR
Application Flow Ranking # |3
Mo, Username Graup  Uplink = Dot

Mo, AppT.. Uplink = Diavwnlink FPercent 2

~ —

. Mo available data
Mo availahle data

—1

© @)

The following instructions for the buttons and icons are applicable to all the configuration pages on the
IAM device and will not be described again in the subsequent sections:

+ Ifa <Commit> button is included on the configuration page, after you change the configurations,

you need click this button to apply your configuration changes. Generally, it may take 5 to 10

seconds for the configuration changes to take effect. To make them take effect immediately, click

the & icon at the bottom-right of the page.

o The & icon at the bottom-right of the page is for broadcasting some system messages or

warning messages in real time.

+ Most of the configuration pages include the (@ jcon. When you put your mouse cursor over

this icon, a brief description for the current configuration item will pop up.

(t;".
Q When you modify the settings on the [Network] > [Deployment] page or [System] > [System Time]
page or default encoding on the [System] > [Advanced] > [Web Ul Options] page, the IAM device

will restart and you need to re-login.

16
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For most of the pages that display the configuration information and status in List View, you can select the
columns to be displayed to easily get your desired information and sort the information in ascending or

descending order according to your needs. For example:

1. On the [Member List] page, you can select the columns that you want to display and the page will only

display the information of the selected columns, as shown below:

I Member List ” Paolicy List |

=+ Add » | X k Select = Search by Mame « | Type and press "Enter” 3
[] Mo. Mame * Palicy Address Binding  Expiry Date Status

[] 1 t@Engineering Dept Columns » — B} B

Fl 2 0 IT Dept ATORYCTTECE, [ | croup - -

Il 3 f0 Marketing Dept proxycheck tes Palicy - -

O 4 §0 Metwark Dept proxycheck tes sddress Binding - -

0 s 0 Temp Liser Group prowycheck tesl Expiry Date 1 -

[l & todefault prosychecktes) (] Description - -

Status

2. On the [Online Users] page, you can select [Sort Ascending] or [Sort Descending] to sort the

information in ascending or descending order by the corresponding column.

Orline Users

2 Refresh Interval: § secands ~ | & Refresh | . Filter Criteria | &5 o @ Type and press "Enter” | =

Llser Status: All - Filtered Object: Mull

Organization < | | User List
Structure

[] Mo, Usemame~ Gro.. IPAddress  Authen.. Termns.. LoginiLock Time = Online Dur...  Op...
Seatch:| Enter search keywi ol o

test 4] Sortascending  |asew. Notre. 2011-6-41045.. 3hours29.. S
= s _
& TThe Whale School &l SertDescending
S default

Columns 3

17
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Chapter 3 Functions

3.1 Status

The [Status] module displays the basic status information of the IAM device, including [Running Status],

[Security Status], [Flow Status], [Real-time Behaviors], [Online Users], [Email Audit] and [DHCP Status].

3.1.1 Running Status

The [Running Status] displays the following information of the IAM device: resource information,
interface information, interface throughput, trend of application flow speed, flow ranking, real-time

behaviors and security status.

3.1.1.1 Select Displayed Modules

On the [Running Status] page, you can select the modules to be displayed on the [Running Status] page

according to your needs.
To select the modules that you want to display, do as follows:

Step 1. Click the <Select Displayed Modules> button to open the information list, as shown below:

Resource Information
Throughput
Application Flow Ranking

AR N NN

Llser Flow Ranking
Application Flow Speed Trend
Interface Information

Security Status

Feal-time Behaviors

Step 2. Click to select the information items to be displayed, and the page will only display the

information of the selected modules.

18
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3.1.1.2 Restore Default Display

On the [Running Status] page, click the <Restore Default Display> button to display the default modules
only, namely, [Resource Information], [Throughput], [Application Flow Ranking] and [User Flow

Ranking].

3.1.1.3 View Status

3.1.1.3.1 Resource Information

The [Resource Information] section displays the brief information of the device resources, including CPU
usage, memory usage, disk usage, device sessions, online users, system time and log information of the day,

as shown below:

Resource Information |2

CPU ] 23%  Today's Info Blocked/Recorded
Memory | 34% S

Disk [ 1 2%  prowsing: Ly
Sessions: 471 Sent’/Rovd
Emails: el
Online Users: 1 ’
] Cutgoing Files: 070
Systerm Time: 2011-05- .
04 14:18:06 BBS Posts: -1l
Il Chat: oro

Enter Internal Data Center

To enable the automatic refresh function, click the ™ icon to open the [Options] page, and then check the

[Enable Auto Refresh] option and set the refresh interval, as shown below:

Enable Auto Refresh

Lk

Interval{s): a

‘ Carmimit Cancel ‘

To enter the Internal Data Center, click the [Internal Data Center] link to enter the data center and search

19
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for logs or make statistics.
3.1.1.3.2 Throughput

The [Throughput] section uses a line graph to dynamically display the status of the WAN interface sending
or receiving packets in real time, as shown below:

Throughput-All WAN Interfaces (Real-time) = Y
EBf= SentdkBrs Received:2347EBs
oo
G000
‘ n
4000 4| || "
| r,lﬂ I| .|'I
2000 14 fy n J"| | Wy
L I' I\ )
n] ! '—u"-.-"—'l i £ -a'\-’:‘-. et | ! I| ] |
1417 1418 1419 1420
et B Received

To set the parameters related to the graph, do as follows:

Step 1. Click the % jconto open the [Graph Settings] page, as shown below:

Graph Settings X

Enable Auto Refresh

Intervalis): 3

Lk

Select Time Period

(%) Real-time
i Last 24 hours
(T Last 7 days

Select Unit

%) Brs
bps

Select Interface: | all wWaN Interfaces b

Cammit Cancel

20
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Step 2. Specify the following information.

Table 2 Graph Settings (Throughput)

Field Description

Enable Auto Refresh Check the option to enable the automatic refresh function and then set the
refresh interval.

Select Time Period Select the time period, in which the throughput of the interface is to be
displayed.

Select Unit Select the flow unit.

Select Interface Select the interface whose throughput is to be displayed.

Step 3. Click <Commit> to save your settings.

3.1.1.3.3 Application Flow Ranking

The [Application Flow Ranking] section displays the flow ranking of top 10 applications. You can rank
them by uplink flow, downlink flow or total flow. As shown in the following figure, if you click the
[Uplink] column, the [Percent] column display the percentage of uplink flow; if you click the [Downlink]
column, the [Percent] column display the percentage of downlink flow. By default, the [Application Flow
Ranking] displays applications of ALL flow type, which include IPv4 and IPv6. User has options to select

either IPv4 or IPv6 flow for applications display.

Application Flow Ranking # ||/
Mo, App Type Uplink Dawnlink Total = Fercent
1 P2P Behavior 167.12(KBis) 5.96(KBIs)  173.07(KBIS) 99.8%
2 ICMP Protocol T4(BIs) T4(Bis) 148(Bis) 0.1%

Options X

Flow Type
@ALL

OIPv4 Flow
OIPvE Flow

— J

Enable Auto Refresh

<>

Intervalis): 5

Save Cancel

X/

To set the automatic refresh interval and flow type, click the icon.

21
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3.1.1.3.4 User Flow Ranking

The [User Flow Ranking] section displays the flow ranking of top 10 users. You can rank them by uplink
flow, downlink flow or total flow. As shown in the following figure, if you click the [Uplink] column, the
[Percent] column display the percentage of uplink flow; if you click the [Downlink] column, the [Percent]
column display the percentage of downlink flow. By default, the [User Flow Ranking] displays users of

ALL flow type, which include IPv4 and IPv6. There are options to select either IPv4-based or IPv6-based

traffic for display.
f
User Flow Ranking & & AIX
No. Usermame Group Uplink Downlink Total ~ Sessions
1 192.200.19.57 Idefault 8.74(Mbis) 249.05(Kdis) 8.98(Mb/s) 8
2 192200.19.53 Idefault 3.67(Kbis)  4.95(Kbis) 8.63(Kbls) 19
3 192200.19.221 Idefault/ 0O(brs) 253(Kvols) 2.53(Kbis) 8

Flow type

o All
IPv4-based traffic
IPv6-based traffic

v| Enable Auto Refresh

<>

Interval(s): O

Commit Cancel

X/

To set the automatic refresh interval and flow type, click the icon.

3.1.1.3.5 Application Flow Speed Trend

The [Application Flow Speed Trend] section uses an overlay graph to dynamically display the flow speed

trend of various applications, with different applications displayed in different colors, as shown below:

22
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Application Flow Speed Trend-All lines Uplink i

Efs
40 _

30 4
20
10

]

0 2z 4 & 8 10 12 14 16 18 20 22  jour
B vwebsite.. BB I B Covenlo. Others

To set the parameters related to the graph, do as follows:

Step1. Clickthe ' icon to open the [Graph Settings] page, as shown below:

Graph Settings X

Enable Auto Refresh

Interval(s): 1200

4>

Select Linit

(=) Bis
) bps

Select Al lires -
Line:

Type: Tatal w

Camrmit Cancel

Step 2. Specify the following information.

Table 3 Graph Settings (Application Flow Speed Trend)

Field Description

Enable Auto Refresh Check the option to enable the automatic refresh function and then set the
refresh interval.

Select Unit Select the flow unit.

Select Line Select the line. Options are: [All], [Linel] and [Line2].

Type Select the flow speed type. Options are: [Total], [Uplink] and [Downlink].

23
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Step 3. Click <Commit> to save your settings.

3.1.1.3.6 Interface Information

The [Interface Information] section mainly displays the status of the network interfaces on the IAM device,

and the corresponding flow sent and received in real time, as shown below:

Interface Informaticn || 5[ [ 3
Status  Interface  Zone P Rovd Bis Sent Bls
ethi LAMT 192.16.. 1,247 1]
g  Ethl D21 10.252... - -
eth2 WA 200.20.. 3,246 8,254
i eth3 - - - -

The @l icon indicates the interface is connected, and the '“'& jcon indicates the interface is not

connected yet.

To set the automatic refresh interval, click the % jcon.

3.1.1.3.7 Security Status

The [Security Status] section mainly displays the insecure behaviors detected by the IAM device, as shown

below:
Security Status S Yk
Mo, Type Total Co... Last Oce... Lastinvolee...
1 wirus Event i} 5
2 DoSraRP Aftack a
3 PortScanning o
4 Outgoing EmailAn.. 0
8  Flow Anomalyat 5t 0
G Protocol Anomaly o
7 Malicious Scrint I b

To set the automatic refresh interval, click the % jcon.

24
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3.1.1.3.8 Real-time Behaviors

The [Real-time Behaviors] section mainly displays the real-time network behaviors of the users, as shown

below:
Real-time Behaviors 2| %X
Mo, Time Llzermame Gro... App Type Application
1 3 hour... test ! Wehsite B... Others

To set the automatic refresh interval, click the 2 jcon.

3.1.2 Security Status

The [Security Status] page mainly displays the insecure behaviors detected by the IAM device, as shown

below:

Security Status

Last Statistics Time: 2011-5-4 10:45:56

=
o

. Type Total Counts Last Occurred .. Last involved U
Yirus Event
DoS/ARP Attack
Fort Scanning
Qutgoing Email Anamaly chigh sending fredg)
Flow Anomaly at Standard Port
Frotocol Anomaly
Malicious Script
Flugin Blocking
Untrusted 551 Weh Browsing

o B W - moMm s W ky =

—
L i e | i [ Y (o [ [ ) { ]

Accessvia lllegal Gateway

Recent10 Logs

Mo,  Ewent Details LastOceurred ... Llsername IP Address

There are 10 types of insecure behaviors: [Virus Event], [DoS/ARP Attack], [Port Scanning], [Outgoing
Email Anomaly (high sending freq)], [Flow Anomaly at Standard Port], [Protocol Anomaly], [Malicious

25
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Script], [Plugin Blocking], [Untrusted SSL Web Browsing] and [Access via lllegal Gateway]. If these
insecure behaviors are detected by the IAM device, this page will list the total number of insecure
behaviors, last occurred time, and last involved user/IP, and display the recent 10 logs and detailed event

information of the insecure behavior.

To view the detailed logs, click the number displayed in the [Total Counts] column to enter the data center.

3.1.3 Flow Status

The [Flow Status] page mainly displays the following information of the IAM device: flow information of
online users and various applications, bandwidth channel status, optimization status and connection

monitoring.

3.1.3.1 User Flow Ranking

The [User Flow Ranking] page mainly displays the bandwidth utilization of online users.

3.1.3.1.1 View User Ranking

As shown in the following figure, users are ranked by uplink or downlink flow speed. You can view the
information of the online users, including username, group, uplink/downlink flow speed, total flow speed,

sessions, whether to lock the user, whether to obtain the host name and flow details.

User Flow Ranking

2% Auto Refresh: & seconds - | 55 Refresh | 7 Filter Criteria | [ £560to Unlock User

Filter Criteria: Display Top 60, Group ()

[ Moo Userame Group Uplink  Down...  Total =  Se.. Lock Obtain Host Flow Details

1 1 200.200.76.1496 Mest 640(his) 864ihrsy 147K 3 ! Cbtain Website Browsing
&

1 2 200200765 Mest E24(his) Ofhisy  B24{his) 1 a2 Cbtain HETBIOS
£y

] 3 200.20076.252 Mest B24(bis) Ofhisy  B24{bis) 1 (% Obtain METBIOS

&

To lock a user, click the - icon under the [Lock] column and the user will be blocked from accessing

the Internet.

To obtain the computer name corresponding to a user, click the [Obtain] link under the [Obtain Hostname]

column.

To view detailed application flow of a user, click the corresponding application under the [Flow Details]

column, and a page pops up, as shown below:
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X
Application Line F'eru:ent Upload Dowenload Total
Wehsite Browwsing  Linel 100% 1.18(kBis) 1.32(kBis) 2.8(kBis)

To set the automatic refresh interval, click the <Auto Refresh: 5 seconds> button to set the interval

according to your needs. Or, you can click <Refresh> to refresh the information manually.

3.1.3.1.2 Filter User Ranking

To filter user ranking, do as follows:

Step 1. Click <Filter Criteria> to open the [Filter Criteria] page, as shown below:

.Y
Filter Type 3
Select Line: | Al lines h
App Type: ALLSALL v
Cihject Filker
(%) Group Filter
5O Select
!
(yUser Filter {(One username per row
(2 IP Filter {one IP per roma
b
Camimit Cancel

Step 2. Set [Filter Type] to specify the line and applications.
a. Select the line in [Select Line].

b. Specify the application. Click the text box of [App Type] to open the [Select Application] page,
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as shown below:

Select Application X

Filter; All w

0

Selected List

Selected: ALL

=i [w] ALL
[={+] All identified applications
[w] Other applications

ALLIALL

0]4

Cancel |

c. To filter the applications, select [All], [Selected] or [Unselected] from the [Filter] drop-down list

to display all, selected or unselected applications. Check specific applications on the left pane,

and your selected applications will be displayed in the [Select List] on the right. Then, click

<OK> to save your settings.

Step 3. Set [Object Filter] to specify the specific user, group or IP address.

a. Select and set one of the three filters: [Group Filter], [User Filter] and [IP Filter].

In group filter, the slash “/”” indicates all groups. To specify a specific group, click <Select> to

open the [Select Group] page, as shown below:
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Select Group X

Enter group here ¥

v/
[v] Engineering Dept
[«]IT Cept
[w] Marketing Dept
[w] Wetwark Dept
[w] Temp User Group
[w] default

| 8] || Cancel |

b. Check the groups you want to view or enter the corresponding group name in the text box, and

then click <OK> to save your settings.

Filter Criteria

Enter, edit or delete here T

(1 IP Filter (one IP per row)

Enter, edit or delete here

Display Option

Display Top: 60

<>

m

Flow type

IEI A“
() IPvd-based traffic
(") IPvE-based traffic

4

Commit || Cancel
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Step 4. Set [Display Option] to specify the number of top users whose flow ranking you want to display.

Step 5. Set [Flow Type] to specify the traffic type of flow that includes IPv4-based traffic or IPv6-based
traffic or All, which means both traffics. Default setting is All.

Step 6. Click <OK> to save your settings.

3.1.3.1.3 Lock User

The <Lock> button or the “= icon under the [Lock] column is used to cut off the connection of a user so

that the user cannot access the Internet in a certain time period.

To lock a user, check the corresponding record and click the <Lock> button or the “= icon. Then set the

lockout period (in minutes) and click <Commit> to save your settings.

Lockout Period Settings

Lockout Periad {mins: 10

Lk

Comrmit Cancel

3.1.3.1.4 Unlock User

If you want to unlock the users who are still in lockout period so that they can access the Internet again,

click the [Go to Unlock User] link and you will enter the [Online Users] page, as shown below:

User Flow Ranking | Orline Users *

5% Refresh Interval: 5 seconds ~ | 25 Refresh | 7 Filter Criteria Type and press "Enter’

It

-

User Status: Locked users  Filtered Object: Mull

Organization Structure << | | User List

Search: Enter search keyvwd |[7] Mo, Username  Gr.. IP Address  Auth...  Ter.. LoginfLock T...  OnlineD... 0.

= far [ 1 test id... 182188.... Pas... Motr.. 2011-5-416... Locked,r.. &;
S Engineering Dept

ST Dept

i Marketing Dept
S0 Metwork Dept

[ Temp User Group
ST default

To unlock a user, locate the locked user, check the box at the beginning of the record and click <Unlock>.
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3.1.3.2 Application Flow Ranking

The [Application Flow Ranking] mainly displays the flow ranking of the applications in real time.

3.1.3.2.1 View Application Ranking

As shown in the following figure, the applications are ranked by the occupied bandwidth. You can view the
information of the applications, including application type, uplink/downlink flow speed, total flow speed,

line, percentage of occupied bandwidth and main users that use the corresponding application.

| sppication Fiow rarvine |

2 Refresh Interval: 6 seconds ~ | & Refresh | 7 Filter Criteria

Filter Criteria: Display Top 60, Group )

ko, App Type Line Lplink Downlink Total = Percent Main Users
1 Website Browsing All Lines 1000iBisy  T.BaikBis) B.82(KBIs) 100.0% test

To view the information of the user that uses a corresponding application, click the user under the [Main
Users] column and a page pops up, displaying the username, group, IP address, upload/download speed

and total speed, as shown below:

X
Llser Group  IP Lpload Dowenload Tuotal
test idefa... 192168.76.221 A24(Bis) A24(Bis) G4a¢RIs)

To set the automatic refresh interval, click the <Auto Refresh: 5 seconds> button to set the interval

according to your needs. Or, you can click <Refresh> to refresh the information manually.

3.1.3.2.2 Filter Application Ranking

To filter application ranking, do as follows:

Step 1. Click <Filter Criteria> to open the [Filter Criteria] page, as shown below:
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Step 2.

Step 3.

Step 4.

Step 5.

Filter Criteria 4

S

Object Filter i

Select Line:

All lines w

Select Group:

3 Select

/

m

Display Option

Display Top: 60 =
Flow type
@ Al
(71 IPv4-based fraffic
Commit Cancel

Set [Object Filter] to specify the line and user group.

Set [Display Option] to specify the number of top applications whose flow ranking you want to

display.

Set [Flow Type] to specify the traffic type of flow that includes IPv4 based traffic or IPv6 based

traffic or All, which means both traffics. Default setting is All.

Click <Commit> to save your settings.

3.1.3.3 Bandwidth Management Status

The [Bandwidth Mgt Status] page mainly displays the flow information of the bandwidth channels

configured and already enabled on the [Bandwidth Mgt] > [Bandwidth Settings] > [Bandwidth Channel]

page.

32



SANGFOR IAM v4.1 User Manual

Bandwidth Hanagement tot.: [

%% Auto Refresh: 5 seconds ~ | 52 Refresh | BM Systern Status: Running @3 Enter Bandwidth Managerment System

WAN Speed
MName Real-time Speed Histary Speed Preset Line Speed FPercent History Flow
Total Speed  1.91{Khis) L0his) a r32{Mbi=) L B00{Mb/s) 10%,0% i]

Banchwidth Channel ” Exclusion Palicy

Mote: The two values in a same column respectively means Uplinks  Downlink] Histary Info: Notdisplay | v | Filter: All channels v | [

Mame Line Real-time Speed Percent Users Min Bandwidth Max Bandwidth Priarity Status
test2 Line1 Maone 0% 0% 0 {0 Mane Mane High Runn...

4 Test Linet Mane 0% 0% - - Mone Mane High Diza...
Guarantee L... Line1 Mone 0% 0% 0o Mane MNone High Runn...
Guarantee B. .. Line1 Mone 0% 0% A (4 Mone Mone Medium Runn...
Limit Online ... Line1 Mone 0% 0% 00y Mone Mone Lowy Disga...
Limit P2P Flowe Line1 Maone 0% 0% 00 Mane Mane Lo Disa...
Default Cha... ALL 1.91(Khis) Ochisd 0% 0% 4 (2 Mone MHone Low Runn...

The [BM System Status] field displays whether the Bandwidth Management System is enabled or not.

Only when the status is Running can you view the real-time information of the bandwidth channels.

To set the automatic refresh interval, click the <Auto Refresh: 5 seconds> button to set the interval

according to your needs. Or, you can click <Refresh> to refresh the information manually.

To enter the bandwidth management page, click the [Enter Bandwidth Management System] link.

3.1.3.3.1 View WAN Status

The [WAN Speed] section displays the overall flow information, including the real-time flow speed,
history speed, preset line speed, percentage of flow occupation and history flow of each line and total lines,

as shown below:

WAN Speed 3
Mame Real-time Speed Histary Speed Preset Line Speed Percent Histary Flowe
Tatal Speed 1405(Ris) L54(BIs) 112(Bis) | 47(Brs) 71.25(MBisy |1.28(MBIS) 0% 0% 13.73(KB) 11387 (KR

3.1.3.3.2 View Flow of Bandwidth Channels

The [Bandwidth Channel] tab displays the flow information of each bandwidth channel, including channel
name, corresponding line, real-time flow speed, percentage of flow occupation, number of users using the

channel, guaranteed bandwidth, priority and channel status, as show below:
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Bandwidth Channel || Exclusion Policy

MNote: The two values in a same column respectively means Uplinkr § Downlink) History Info; Last 5 minute | v | Filter:| All channels

Mame Line Reakti...  Percent History Speed History Flow .. MinBan.. MaxBan.. Pri.. S..
Guarantee L... Li... Mone 0% 0% None MNone 040y 256(kB/.. 1.25(MB... High
Guarantee B... Li... Mone 0% 0% None Mone 140y TEB(KBL.. 1.25(MB... Me...
Limit Online ... Li... Mone 0% 0% Mone Mone 00 Mone 128(kBI... Low
Limit P2P Flow Li... Mone 0% 0% Mone Mone 0 Mone 128(KBI... Lo
Default Cha... ALL Maone 0% 0% Maone Mane 140 Mone 1.26(MB...  Low

In [History Info], you can select to display or not display the history flow information of a specific time

period.

In [Filter], you can select to view the flow information of all channels or only the running channels.

3.1.3.3.3 View Flow of Exclusion Policy

The [Exclusion Policy] tab mainly displays the flow information of the exclusion policies (that is, the data

packets whose traffic is exempted from the control by bandwidth channel), as shown below:

| Bandwidth Channel || Exclusion Palicy |
Mo, Mame Real-time Speed Histary Speed Histary Flow
1 Total Speed 0 I} i

3.1.3.4 Cache Status

The [Cache Status] page displays the cache status information. Only when the cache function is enabled in

the [Proxy/Cache] module will the corresponding information be displayed on this page, as shown below:
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Cache Status &

2 Auto Refresh: 5 seconds - |

Disk Usage: [
Memory Usage; [

| 0%  Total Capacity:1.08 GB Optimized Concurrent Sessions: 42
| 7%  Total Capacity100 WMB

Cached Objects: Memory Ohjects: 1481 Disk Objects: 114

Cache Hit ” Saved Bandwidth || Comprehensive Hit Analysis
Statistics Period: | Last 30 days A

HTITP Request Hit Rate {(Over 30 Days)

Hit
Miss

On the above page, you can view the cache-related information, including disk utilization, memory

utilization, number of concurrent sessions, number of cached objects, optimization effect and cache hit of
the cache module.

3.1.3.4.1 Cache Hit

The [Cache Hit] tab enables you to view the cache hit rate, as shown below:

Cache Hit || Saved Bandwidth || Comprehensive Hit Analysis |
Statistics Period: | Last 24 hours »

HTTP Request Hit Rate (Over 24 Hours)

Hit
Miss
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