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Declaration 

Copyright © 2013 Sangfor Inc. All rights reserved. 

No part of the contents of  this document shall be extracted, reproduced or transmitted in  any form 

or by any means without prior written permission of SANGFOR. 

SINFOR, SANGFOR  and the Sangfor logo are the trademarks  or registered trademarks  of 

Sangfor Inc. All other trademarks used or mentioned herein belong to their respective owners. 

This manual shall  only be used as usage  guide, and no statement,  information, or suggestion in  it 

shall  be considered  as  implied  or express  warranty  of  any kind,  unless  otherwise stated.  This 

manual is  subject  to change  without notice.  To  obtain the  latest version  of  this manual,  please 

contact the Customer Service of Sangfor. 
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Preface 

About This Manual  

This WAN Optimization Controller (WOC) User Manual includes the following chapters: 

Chapter Describeé 

Chapter 1 Knowing Your    The  product  appearance, features  and  performance  parameters of 

Sangfor Device Sangfor WOC, wiring and cautions before installation 

Chapter 2 Initial Login 

to Admin Console 

The  configuration steps  required  when administrator  accesses  the 

Web administrator console of Sangfor WOC for the first time 

Chapter 3 Deployment 

and Configuration 

How  to deploy  the physical  Sangfor  WOC and  configure  system 

and network related settings through the administrator console 

Chapter 4 Sangfor VPN How  to  configure   Sangfor  VPN  to  establish   inbound/outbound 

secure VPN connection to a remote Sangfor WOC 

Chapter 5 WAN 

Optimization 

How  to  configure  WAN  optimization  module  to  accelerate  data 

transmitted across the WAN 

Chapter 6 Bandwidth 

Management 

How  to  configure  bandwidth  management  module  to   ensure  or 

restrict bandwidth usage of specific application, user or IP address. 

Chapter 7 Firewall 
How to configure firewall related settings 

Chapter 8 High 

Availability 

How to  configure the high  availability (HA)  feature, which makes 

the system redundant and run more stable 

Chapter 9 IPSec VPN How to  set up IPSec  VPN connection  between Sangfor WOC  and 

third-party VPN device 

Chapter 10 Maintenance     How to  license the Sangfor WOC,  maintain and debug  the system, 

etc. 

Appendix A: Internal 
How to enter and use the internal WOC Report Center 

Report Center 

Appendix B: PACC & 

Mobile VPN Client 

The  installation  and  usage  of  the Portable  Acceleration  (PACC) 

client and Mobile VPN client 

Appendix C: Sangfor 

Firmware Updater 

How to  use  Sangfor Firmware  Updater 6.0  to update  the Sangfor 

device 
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Document Conventions  

Graphic Interface Conventions  

This user manual uses the following typographical conventions for special terms and instructions: 

Convention Meaning Example 

Page/tab name example: 

Navigate to System > Users to enter the User  page. 

Parameter example: 

IPAddress: Specifies the IP address that you want to 

reserve for certain computer 

Page title, 

parameter, 
Menus/submenus example: 

Log in to the Web administrator console and go to 
menu/submenu, 

button, 

key press, 

link, 

System > Network > Deployment. 

Button example: boldface 

Click the Save button to save the settings. 

Key press example: 

other highlighted 

keyword or item 
Press Enter key to enter the administrator console. 

Link example: 

Once the certificate signing request is generated, click 

the Download link to download the request. 

Highlighted keyword/item example: 

The user name and password are Admin by default. 

italics 

> 

Directory, URL Website:  http://www.sangfor.com 

Multilevel menu and    Log in to the Web administrator console and go to 

submenu System > Network > Deployment. 

ñ ò Prompt, quotation Click on ñThis site might require the following ActiveX 

control: óWebUI Controlô from óSangfor Technologies 

Co., Ltdô. Click here to installéò. 
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Symbol Conventions  

This manual also  adopts the following  symbols to indicate the  parts which need special  attention 

to be paid during the operation: 

Convention Meaning Description 

Indicates  actions that  could  cause setting  error,  loss of 

data or damage to the device 
Caution 

Warning 

Note 

Indicates actions that could cause injury to human body 

Indicates 

information 

helpful suggestion or supplementary 

CLI Conventions  

Command syntax on Command Line Interface (CLI) applies the following conventions: 

� 

� 

� 

Content in brackets ( ]) is optional 

Content in {} is necessary 

If there is more than one option, use vertical bar (|) to separate each option, for example, 

ip wccp 60 redirect { in | out  } 

CLI command appears in bold, for example: 

configure terminal 

� 

� 
Variables appear in italic, for example: 

interface  e0/1 
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Technical Support  

For technical support, please contact us through the following: 

� 

� 

� 

� 

Website:  http://www.sangfor.com 

MSN, Email:  tech.support@sangfor.com 

Skype:  sangfor.tech.support 

Tel: + 60 3 2282 1206 

Acknowledgements  

Thanks for  using our product  and user  manual. If you  have any suggestion  about the  product or 

user manual, please  provide feedback to  us through phone  call or email. Your  suggestion will be 

much appreciated. 
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Chapter 1    Knowing Your Sangfor Device 

This  chapter  introduces  the   Sangfor  WAN  Optimization  Controller  (WOC)  and  the   way  of 

connecting Sangfor WOC.  After proper hardware deployment  and installation, you can  configure 

and debug the system. 

Operating Environment  

� 

� 

� 

Voltage input: 110V/230V (AC, alternating current) 

Temperature: 0-45°C  

Humidity: 5%-90% 

To ensure endurance and stability of the Sangfor WOC, please ensure the following: 

� 

� 

� 

� 

The power supply is well grounded 

Dustproof measures are taken 

Working environment is well ventilated 

Indoor temperature is kept stable 

This product conforms  to the requirements on  environment protection. The placement,  usage and 

discard  of  the  product  should comply  with  the  relevant  national  laws  and  regulations  of  the 

country where it is applied. 

Product Appearance  

Front Panel of SANGFOR WOC 2050 

Above is the front panel of SANGFOR  WOC 2050. The interfaces from left to right are described 

in the following table: 

Interface Description 

CONSOLE Network  interface  used  for  high  availability  (HA)  feature   or  used   by  device 

supplier to debug system. 

USB Standard USB port, connecting to peripheral device 
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ETH0 

ETH1 

ETH2 

ETH3 

LAN interface, connecting to the LAN network segment; orange LED on the left 

side indicates link status, while green LED on the right side indicates data flow. 

DMZ interface,  connecting to  the DMZ  network segment;  orange LED  on the 

left side indicates link status, while green LED on right side indicates data flow. 

WAN1 interface,  connecting  to the  first Internet  line;  orange LED  on the  left 

side indicates link status, while green LED on the right side indicates data flow. 

WAN2 interface, connecting to  the second Internet line; orange  LED on the left 

side indicates link status, while green LED on the right side indicates data flow. 

POWER 

ALARM  

Power LED 

Alarm LED 

The picture above is just for reference. The actual product you purchased and received may vary. 

Connecting Sangfor Device  

After deploying  the Sangfor WAN  Optimization Controller (WOC)  in your network  (for details, 

please  refer to  the Device  Deployment  section in  Chapter  3), follow  the instructions  below  to 

connect the Sangfor WOC. 

1. Plug the power cable into  the power interface on the rear panel  of the device. Attach and turn 

on power supply, and then watch the LEDs on the front panel of the Sangfor WOC. 

When the  device starts up,  ALARM LED will  turn on and  keep on for  1 to 2 minutes,  then 

turn off;  POWER LED  (in green) will  turn on;  connection status  LEDs (in orange)  next to 

WAN and LAN interface will also turn on. 

After successful bootup, POWER  LED (in green), connection status LEDs (in  orange)  WAN 

and LAN  interface  will stay  on. If  data are  being transferred  through a  port,  the data  flow 

LED (in green, beside connection status LED) will blink. 

If ALARM LED stays on always, please switch off the power supply and reboot the device. If 

ALARM LED still  keeps on after reboot, contact SANGFOR Customer Service. 
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If  the corresponding  LED  indicates normal  working status,  turn  off and  unplug  the power 

supply, and perform the following steps. 

2. 

3. 

4. 

Use  RJ-45  straight-through  Ethernet  cable  to  connect  the  LAN   interface  to  the  internal 

network. 

Use RJ-45  Ethernet crossover cable  to connect the  WAN1 interface to  the external network, 

(i.e., router, optical fiber transceiver or ADSL Modem for external network). 

If you  want the  Sangfor WOC  to provide  secure protection  for DMZ (Demilitarized  Zone), 

use RJ-45  Ethernet cable  to  connect DMZ  interface to  the DMZ  network from  which Web 

server, SNMP Server are providing services to external networks. 

� 

� 

� 

Use crossover cable to connect WAN interface to the router for external network. 

Use straight-through cable to connect LAN interface to switch in the internal network. 

For direct  access  to administrator  Web console,  use crossover  cable  to connect   LAN 

interface to the computer. 

In case  session cannot be  established but  the corresponding LED  indicates normal  working 

status, please check whether the  right type of cables are being used. The  differences between 

straight-through cable and crossover cable are shown in the figures on the following page. 
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Chapter 2    Initial Login to Admin Console 

Sangfor  WAN Optimization  Controller  (WOC)  provides Web-based  administration.  The  initial 

URL for Web administrator console access is  http://10.254.254.254. 

Before logging in to administrator console of WOC, please ensure the following: 

� 

� 

Deploy a computer in the subnet where the Sangfor WOC resides. 

Connect  the PCôs  network interface  card (NIC)  and  LAN interface  of Sangfor  WOC  to a 

same  layer-2 switch,  or  connect  the PCôs  NIC  to LAN  interface  directly  with a  network 

cable. 

� Ensure  IE  browser  is  installed  on  the  PC.  Non-IE  browsers  Opera,  Firefox,  Safari  and 

Chrome are not supported. 

Logging in to Admin Console  

1. Turn  on the  PC and  the  Sangfor WOC.  Add  an IP  address  on the  PC,  an IP  address that 

resides  in  the  network  segment  10.254.254.X  (for  instance,  10.254.254.100) with  subnet 

mask 255.255.255.0, as shown below: 

2. Open the IE  browser and enter the  URL address (http://10.254.254.254) into the  address bar. 

Press Enter key to visit the login page to Web administrator console, as shown below: 
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3. Before login, you may install the required ActiveX control, as shown below: 

Click  on  ñThis  site might  require  the  following  ActiveX  control:  óWebUI Controlô  from 

óSangfor Technologies Co.,  Ltdô. Click here  to installéò and then  click on ñInstall  ActiveX 

Controléò to install the control, as shown below: 

If  no pop-up  appears,  click the  link ActiveX  on  the login  page  to download  the  required 

ActiveX controls. 

4. Enter  the administrator  username  and  password and  click  the Log  In  button.  The default 

administrator username is admin (case-insensitive) and password is Admin  (case-sensitive). 

5. 

6. 

To download root CA certificate, click on the link Root CA. 

For version information of the software e, click on Version below the textboxes. 
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Modifying Administrator Password  

We  strongly  recommend  you to  change  the  administrator  password  on  initial  login, so  as  to 

prevent  others  from  logging  in   to  the  administrator  Web  console  and  using  default   admin 

credentials to make unauthorized changes on the administrator account and initial configurations. 

To modify default administrator password, perform the following steps: 

1. Navigate to  System >  Users to  enter the Users  page. The  default administrator  account  is 

admin, super administrator of the system. 

2. Click the account name admin to edit information of the administrator account: 

3. Enter and confirm the new password and click the OK  button. 

� 

� 

Password of the account admin should not be shared with anyone. 

If  the   Sangfor   WOC  is   to   be  maintained   by  several   administrators,  create   multiple 

administrator accounts for segregation of duty. 
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Chapter 3    Deployment and Configuration 

After logging  in to the  administrator console, you  will see  the left tree  of configurable modules, 

including System,  Sangfor VPN,  IPSec VPN, WAN  Optimization, Bandwidth  Management, 

Firewall, High Availability and Maintenance. 

What needs to be noted is that some modules may be invisible to  you if the corresponding licenses 

are not purchased. 

During configuration, if there  is an OK, Save  or Save and Apply button  on a page, click it  after 

modifying or configuring  the parameters to  save or apply the  settings on that page.  This will not 

be illustrated again in the subsequent parts in this user manual. 
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Device Deployment  

The  first thing  you  need to  consider  before deploying  the  physical Sangfor  WAN  Optimiztion 

Controller (WOC)  in your network is  what deployment mode you  should use, in  that system and 

network  setting  are  subject  to  the  deployment  mode  you  choose.  Take CDP  and  WCCP  for 

example. The  two pages are  available only  in Acceleration Only  service mode and  Single arm 

deployment mode. 

Sangfor WOC supports Gateway Mode  (or in-line mode in another term), Bridge Mode,  Double 

Bridge mode, Single Arm mode and Double Arm mode with Acceleration Only functionality, as 

well as Gateway mode and Single Arm mode with VPN and Acceleation  functionalities. 

The  followings  sections  describe  what  each  mode  is  like  and  how   to  perform  the  essential 

configuration. 

Deploying WOC in Gateway Mode 

Posit your  Sangfor WOC  on  your network.  Connect it  to the  other network  (for details,  please 

refer to the section 

1. Connecting  Sangfor Device  in Chapter  1). The  network  topology with  WOCs deployed  in 

Gateway mode is as shown in the figure below: 

2. Log in to the Web administrator  console and go to System > Network > Deployment. Select 

service mode Acceleration Only or VPN and Acceleration, and deployment mode  Gateway 

mode, as shown in the figure below: 
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3. Configure  the  fields  on the  above  page.  The  following  are  the  contents included  on  the 

Deployment page with Gateway mode selected: 

� Service Mode: Service mode falls into Acceleration Only and VPN and Acceleration. 

Acceleration Only: If  this option is selected, only  acceleration feature is enabled,  which 

means the Sangfor VPN  feature does not work. Under  this service mode, you can  deploy 

the  WAN  Optimization  Controller  (WOC)  in Gateway  mode,  Bridge  mode,  Double 

Bridge mode, Single Arm mode and Double Arm  mode. 

VPN  and Acceleration:  If this  option is  selected, both  Sangfor  VPN and  acceleration 

features are enabled.  This service mode is suitable  for the environment that the  local and 

peer  WAN   Optimization  Controllers  are   deployed  in  public   networks  and  need   to 

establish VPN  connection in between. The  Sangfor VPN module  can help to build  VPN 

tunnel on which acceleration connection is established between the two terminals. 

� 

� 

LAN Interface: Configures the IP address of the internal interface, LAN interface, which 

is protected by the firewall. This  IP address must be identical as that of the physical LAN 

interface on the Sangfor WOC. 

WAN   Interface:   This   is   the   external   (public)   interface   of   the   Sangfor   WOC, 
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corresponding to an WAN link. 

Line: Select a line  and the configured IP address, network mask and  gateway are applied 

to that internet line. 

Line Type:  Defines how  the specified  WAN link  connects to  the Internet  and how  the 

public IP address  is assigned. Options  are Ethernet, PPPoE and  DHCP. Prarameters of 

each  type  vary.  You  can select  Ethernet  and  configure  the  IP  address,  netmask  and 

default  gateway by  hand, or  select PPPoE  to  have it  dial up  or  auto-dialup to  the the 

Internet, or simply select DHCP to  use DHCP to automatically assign a public IP address 

to the WAN interface. 

Dial Up: Before new PPPoE settings take  effect, all the services will restart. After restart, 

you can go  to this page again and  click the Dial Up button  to connect the Sangfor WOC 

to the  Internet.  If Auto  Dial-up is  enabled,  the WOC  will automatically  dial up  again 

once it disconnects from the Internet. 

Advanced:  Click this  button to  configure  the advanced  options  of PPPoE,  handshake 

times, timeout and maximum attempts, which are 20, 80 and 3 by default. 

Multi -IP: If WAN  interface uses static IP address,  you can bind multiple  IP addresses to 

it by clicking this button and add the IP address/netmask entry. 

� The IP address  binding to WAN interface cannot  be the same as  the WAN interface 

IP you  configured  previously, yet  should be  in the  same  network segment  as that 

WAN interface; otherwise, the binding IP address will not work properly. 
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None of the binding IP addresses should be used by VPN settings. � 

MTU: It is  Minimum Transmission Unit  in short. Default is  the Ethernet standard  value 

1500 bytes. In some network environment,  if the MTU of certain network device is lower 

than 1500,  the related  data  packets might  be discarded;  in that  case, you  can manually 

modify this MTU value and keep it relevant with other network devices. 

� DMZ Interface:  Configures the IP  address and netmask  of the  internal interface,  DMZ 

inteface. DMZ is a network segment  on a local area network. Some servers  are located in 

DMZ, such  as web  server, mail  server, FTP  server and external  DNS server  and so  on, 

providing services  for the  external networks.  The firewall  allows the  services from this 

network segment  to be delivered  over WAN and  protects them from  attacks at the  same 

time. 

� 

� 

IP addresses  of LAN  interface, WAN  interface  and DMZ  interface must  be coherent 

with the actual IP addresses of the physical interfaces. 

If the physical  DMZ interface is not  connecting to the DMZ,  keep the default settings 

unchanged. 

� DNS Servers: Indicates  the Domain Name Server  provided by the local Internet  Service 

Provider (ISP) to solve  domain names. Preferred DNS is required while  Alternate DNS 

is optional. 

4. 

5. 

Configure Sangfor VPN (for details, please refer to Chapter 4 Sangfor VPN). 

Go to WAN Optimization to complete WAN optimization settings (for details, please refer to 

the section Chapter 5 WAN Optimization). 

6. If your network is divided  into several network segments and deployed with a layer  3 switch, 

go to System >  Network > Local Subnet to add route  for each network segment (except the 

network  segment  in   which  the  LAN  interface   resides)  on  the  WOC  to   ensure  normal 

communication between this WOC and the hosts on other network segments. 

Deploying WOC in  Single Arm Mode  

Sangfor WOC can  be deployed in Single  Arm mode in two  situations, Internet environment and 

leased line environment, which are slightly different in network topology and configuration. 
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The following are the steps of how to deploy WOC in Internet  environment: 

Posit your  Sangfor WOC  in your  network. Connect  it to the  other network  devices (for  details, 

please refer to the section 

1. Connecting Sangfor Device in Chapter 1). 

The network topology with WOCs deployed in Single Arm mode is as shown below: 

2. Log in to the Web administrator  console and go to System > Network > Deployment. Select 

service mode  Acceleration Only  or VPN  and Acceleration,  and deployment  mode  Single 

arm. 
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3. Configure  the  fields  on the  above  page.  The  following  are  the  contents included  on  the 

Deployment page with Acceleration Only and Single Arm  selected: 

� Service Mode: Service mode falls into Acceleration Only and VPN and Acceleration. 

Acceleration Only: If this option  is selected, only acceleration feature is enabled, which 

means  the VPN  feature  does not  work.  Under this  service  mode, you  can  deploy the 

WOC in  Gateway mode,  Bridge mode,  Double Bridge  mode, Single  Arm mode  and 

Double Arm  mode. 

VPN and Acceleration: If this option is selected, both VPN and acceleration features are 

enabled. This service  mode is suitable for  the environment that the  local and peer WAN 

optimization  controllers  are deployed  in  public  networks  and  need  to establish  VPN 

connection in between. The Sangfor VPN module can help to build VPN tunnel on which 

acceleration connection is established between the two terminals. 

� 

� 

� 

LAN  Interface:  Configures  the  IP address  of  the  internal  interface,  LAN  interface, 

which  is  protected  by the  firewall.  This  IP  address  must  be  identical as  that  of  the 

physical interface on the Sangfor WOC. 

Arm  Interface:   Select  a  internet  line   that  this  interface   is  corresponding  to,  and 

configure the IP address, subnet  mask and default gateway. This section is  missing if the 

service mode is Acceleration Only. 

DMZ Interface: Configures  the IP address and  netmask of the  internal interface,  DMZ 

inteface. DMZ is  a network segment in  an enterprise network.  Some servers are located 

in DMZ, such as web server,  mail server, FTP server and external DNS server and so on, 

providing services  for the external  networks. The  firewall allows the  services from this 

network segment to  be delivered over  WAN and protects them  from attacks at the  same 

time. 

� DNS Servers: Indicates the Domain  Name Server provided by the local Internet  Service 

Provider (ISP) to solve domain names. Preferred DNS is required while  Alternate DNS 

is optional. 

4. 

5. 

Configure Sangfor VPN (for details, please refer to Chapter 4 Sangfor VPN). 

Configure   WAN  Optimization   module   (for   details,   please  refer   to   Chapter   5  WAN 

Optimization). 

6. Configure the  gateway IP address  on the internal computers  to have  the gateway of  internal 

computers direct  to the  LAN interface  of the  WOC, or  enable the  policy-based routing  or 

WCCP function on the frontend switch or router. 

The following are the steps of how to deploy WOC in leased line  environment: 

Posit your  Sangfor WOC  in your  network. Connect  it to the  other network  devices (for  details, 

please refer to the section 

1. Connecting Sangfor Device in Chapter 1). The network topology is as shown below: 
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2. Log in to the Web administrator  console and go to System > Network > Deployment. Select 

service mode  Acceleration Only  or VPN  and Acceleration,  and deployment  mode  Single 

arm.  The   Deployment  page  is   the  same  as  that   when  WOC  is   deployed  in  Internet 

environment. Please refer the Step 3 in the above section. 

3. 

4. 

Configure   WAN  Optimization   module   (for   details,   please  refer   to   Chapter   5  WAN 

Optimization). 

Configure the  gateway IP address  on the internal computers  to have  the gateway of  internal 

computers direct  to the  LAN interface  of the  WOC, or  enable the  policy-based routing  or 

WCCP function on the frontend switch or router. 

� 

� 

If your network is divided into several subnets, go to System > Network > Local Subnet   and 

Sangfor VPN  > Advanced  > VPN  Local Subnet  to  add the  all the  subnets into  the local 

subnet list except the one in which the LAN interface of the WOC resides. 

For  Single-arm WOC  deployed  in  leased  line environment,  routing  loop  may appear  and 

disable data transfer between the devices at both ends. You may ensure  the following to avoid 

routing loop: 

a. 

b. 

In Layer 2 environment, have the gateway of the internal PCs direct to the Sangfor WOC; 

In Layer  2  environment, add  a route  for each  PC that  directs  to the  peer terminal,  the 

local WOC as the gateway of the route; 

c. 

d. 

Enable policy-based routing and CDP on the frontend device; 

Enable WCCP function on the frontend device. 
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Deploying WOC in  Double Arm Mode  

Posit your  Sangfor WOC  in your  network. Connect  it to the  other network  devices (for  details, 

please refer to the section 

1. Connecting Sangfor Device in Chapter 1). 

2. Log in to the Web administrator  console and go to System > Network > Deployment. Select 

service mode Acceleration Only, and deployment mode Double arm. 
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3. Configure  the  fields  on the  above  page.  The  following  are  the  contents included  on  the 

Deployment page with Acceleration Only and Double arm mode selected: 

� 

� 

� 

Service Mode: Service  mode falls into  Acceleration Only and  VPN and Acceleration. 

However, Double arm mode is available only in Acceleration Only service mode, which 

indicates acceleration feature is enabled and VPN feature does not work. 

Working  IP:  Configures  virtual IP  address  of  the  double  arms. It  should  be  able  to 

communicate  with  the  peer  WOC.  The  local  WOC uses  this  IP  address  to  establish 

acceleration connections with other remote WAN Optimization Controllers. 

Arm Interface:  Configures the IP address,  subnet mask and  default gateway of  the two 

arm interfaces  respectively. The IP addresses  of Arm 1/Arm  2 and the  working IP could 

(or not) be on  a same network segment, but they should  be able to communicate with the 

internal network. 

� 

� 

Manage Interface: Select a interface as the Manage interface of the WOC. 

DNS Servers: Indicates  the Domain Name Server  provided by the local  Internet Service 

Provider (ISP) to solve  domain names. Preferred DNS is required while  Alternate DNS 

is optional. 

26 



 

 

 

SANGFOR WAN Optimization Controller User Manual 

4. Configure   WAN  Optimization   module   (for   details,   please  refer   to   Chapter   5  WAN 

Optimization). 

If  the  peer  WOC  initiates acceleration  connection  to  the  local  WOC  that  is  deployed  in 

Double single arm mode, you need to enable pre-connection on the peer WOC. 

Deploying WOC in  Bridge Mode  

Posit the  Sangfor  WOC in  your network.  Connect  it to  the  other network  devices (for  details, 

please refer to the section 

1. Connecting  Sangfor Device  in Chapter  1). The  network  topology with  WOCs deployed  in 

Bridge mode is shown in the figure below: 

2. Log in to the Web administrator  console and go to System > Network > Deployment. Select 

service mode Acceleration Only or VPN and Acceleration and deployment mode Bridge. 
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3. Configure  the  fields  on the  above  page.  The  following  are  the  contents included  on  the 

Deployment page with Acceleration Only and Bridge mode selected: 

� Service Mode: Service  mode falls into  Acceleration Only and  VPN and Acceleration. 

However, Bridge mode is available only in Acceleration Only service mode. 

Acceleration  Only:  Under  this  service  mode,  acceleration  feature  is  enabled,  which 

means the VPN feature cannot work. 

VPN  and Acceleration:  If this  option is  selected, both  Sangfor  VPN and  acceleration 

features are enabled.  This service mode is suitable  for the environment that the  local and 

peer  WAN  Optimization   Controllers  are  deployed  in   public  networks  or  lease   line 

environment and need to establish VPN connection in between. The Sangfor VPN module 

can help to build VPN tunnel on which acceleration connection is established between the 

two terminals. 

30-bit mask network: This option is for when the router and  core switch in 30-bit subnet 

and no more available IP address. After enable  this option you can insert another segment 

IP in bridge interface. (Make sure this IP is able to reach by route) After  that make sure to 

configure   a  manage   interface   to  manage   WANO  and   join   domain  for   Exchange 

optimization.  If  Domain  controller  is   different  range  with  the  manage  IP,  you   may 

configure a static route. 

� Bridge Interface: Select an  interface pair to form a  bridge between the external network 

and internal network. Options are LAN(eth0)->WAN1(eth2) and 

DMZ(eth1)->WAN2(eth3). 
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� 

� 

Logic Interface: Configures the IP address, subnet mask and default gateway of the logic 

interface, Br0. 

Manage Interface: Configures the IP  address of the Manage interface of the WOC.  You 

can  select  any  interface  as  the  Manage  interface  except  the  interface  pair  used   for 

bridging. 

� DNS Servers: Indicates  the Domain Name Server  provided by the local  Internet Service 

Provider (ISP) to solve  domain names. Preferred DNS is required while  Alternate DNS 

is optional. 

� Under Bridge mode, LAN interface (eth0) and WAN (eth2/3) interface cannot  be mixed 

up; otherwise, no acceleration effect will be achieved. 

� 

� 

The IP address of the logic interface must be on the same subnet  segment as the firewall 

device/ router for external network and the core switch for internal network. 

The Manage interface can only be used for managing the Sangfor WOC, not supporting 

other uses such as connecting to the Internet. 

To configure Bridge  mode, you need  to ensure that the  two WAN Optimization Controllers 

are  able to  communicate  with  each other  through  the VPN  tunnel  established  by a  VPN 

device or through a leased line. 
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Deploying WOC in Double Bridge Mode 

Posit your  Sangfor WOC  in your  network. Connect  it to the  other network  devices (for  details, 

please refer to the section 

1. Connecting  Sangfor Device  in Chapter  1). The  network  topology with  WOCs deployed  in 

Double Bridge mode is as shown in the figure below: 

2. Log in to the Web administrator  console and go to System > Network > Deployment. Select 

service mode  Acceleration  Only and  deployment mode  Double  bridge. The   Deployment 

page is as shown in the figure below: 
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3. Configure  the  fields  on the  above  page.  The  following  are  the  contents included  on  the 

Deployment page with Double Bridge mode selected: 

� Service Mode: Service  mode falls into  Acceleration Only and  VPN and Acceleration. 

However, Double  Bridge  mode is  available  only in  Acceleration  Only service  mode, 

which indicates acceleration feature is enabled and VPN feature does not work. 

� 30-bit mask network: This option is for when the router and  core switch in 30-bit subnet 

and no more available IP address. After enable  this option you can insert another segment 

IP in bridge interface. (Make sure this IP is able to reach by route) After  that make sure to 

configure   a  manage   interface   to  manage   WANO  and   join   domain  for   Exchange 

optimization.  If  Domain  controller  is   different  range  with  the  manage  IP,  you   may 

configure a policy route. 

� Propagate link  down: Select this  option if the  WOC is  deployed in redundant  network 
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environment (such  as VRRP).  Once  the system  detects that  any interface  of the  bridge 

pair falls  out,  it will  automatically disconnect  the  other interface  of the  bridge  pair, to 

ensure  smooth data  transmission  and  switch between  the  clustered  WAN optimization 

controllers. 

� Logic Interface:  Configures the  working IP address,  subnet mask,  default gateway and 

MTU of the two bridge pairs respectively. 

� If IP addresses of  the two logic interfaces Br0 and  Br1 are on a same  network segment, 

the Working IP should be on the same network segment. If IP addresses of the two logic 

interfaces Br0  and Br1  are NOT on  a same network  segment, the  Working IP   should 

not be on  the same network  segment as either  of them, and you  need to ensure  that the 

peer Sangfor WOC can connect to this working IP address. 

� If there  is  a layer  3 switch  on  the local  area network,  Default  Gateway(LAN/DMZ) 

must be filled in; otherwise, leave the two fields empty. 
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System Settings  

System settings include System Time, NTP Server, Web UI and Advanced  settings. 

System Time  

1. Navigate to System > System to enter the System Time page, as shown below: 

2. Configure the following: 

� Time Zone: Specifies  the time zone of  the country or region  where your Sangfor device 

is resides. 

� 

� 

Date: Specifies the date. To select date, click the icon. 

Time: Specifies the time. Enter the time into this field and set it  as the current time of this 

Sangfor WOC. Date format should be hh: mm: ss. 

3. Click the Save and Apply button to save the settings. This operation leads to service restart. 

NTP Servers  

NTP server is the server with which system time on the Sangfor WOC can synchronize. 
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