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Web Application Firewall

Professional Reporting Tools

Real-Time Vulnerability Analysis
Web Scanner, Risk Assessment
Intrusion Prevention System
Automatic Threat Alerts
Do5/DDoS Prevention

APT Protection (Cloud Sandbox)
Anti-Virus, Email Security
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Your Security Guard to the Future

SANGFOR

Sangfor Next Generation Application Firewall

angfor Next Generation Application Firewall
(NGAF)is the world first NGFW fully integrated with
WAF (Web Application Firewall). It is designed and
developed to provide full protection for your
Network including LAN user, DMZ, Server Zone
and Data Center.

NGAF includes basic NGFW/UTM features to give you a
first layer of network protection. With core modules of
Firewall, APT (Advanced Persistent Prevention), Risk
Assessment and Web Application Firewall working
collaboratively, it ensures an additional network
protection layer with solid and streamlined security
infrastructure for the core IT assets.

In addition, with its exclusive service-level security
reporting, NGAF offers the ultimate threat visibility tools
to facilitate the security operation.

Hassle-Free Protection from Sangfor NGAF

- Save tons of bandwidth with NGAF’s Web/URL
filtering advance features.

« Manage the employees online behavior by
controlling your users & applications.

- Load balance your traffic for high efficiency of your
business productivity.

- Protectyour network against DoS/DDoS attacks.

- Kill the propagation of botnets in your network with
APT prevention capabilities.

- 0-Day attacks prevention & protection with Sangfor
Cloud Sandbox.

- Easily block phishing emails, malware and virus.

- Scan allincoming & outgoing emails for threats.

- Presentvulnerabilities & risks with the integrated &
comprehensive visual reporting tools.

. Secure VPN tunnel.

All these features are designed to simplify the operation
& maintenance of your network security, while providing
you with a full security protection to let you focus on your
core business.

Active Scanning Tool to Provide Extra Protection

Different from other NGFW/ UTM which only can
passively detect the traffic passing through, Sangfor
NGAF can actively send packages to scan your network
before the system goes online, giving you extra safety
protection to ensure that your servers, endpoint and
software are free of vulnerabilities.

- Risk Assessment: Detect abnormal open ports, server
& software vulnerabilities. Active scanning for weak
password before system goes online.

Web Scanner: Ensure website is safe from being
exploited by hackers by active scanning of your website
vulnerabilities.

Passive Scanning Tool, Fast Response & Action

Provides you with the newest security alerts & give you
immediate action with just one “click”.

Real-time Vulnerability Scanner: Real-time detection
which show your every vulnerability in details. Set up
policy automatically with 1-click button.

Threat Alerts Notification: Keep you updated about
the latest tendency of the vulnerabilities in the world,
hot & popular security events and emerging & new
malware such as Ransomware.

Easy Deployment, Operation & Maintenance of
Network Security

SAVE your time on the weekly maintenance jobs!
- Simple installation process with configuration &
policy layout.
- Easytouse & maintain to reduce operation
complexity foryour IT team.

- Before system goes online, check your security
levelin real-time, make sure the system has no
vulnerabilities, no malware, no viruses, etc.

.« Comprehensive & Intelligent Reporting tools let you
better understand & manage your network.

Highly Recognized, Better Value, Lower CTO

NGAF = NGFW + WAF all-in-one device!

« NSS Labs highestrecommend rating for WAF.

. Listed inthe Gartner MQ for Enterprise Firewalls.
« Certified by ICSA Labs for its NGFW.

- Defend you againstthe TOP 10 OWASP attacks such
as SQL injection & XSS cross-site scripting.

- Protectyourweb servers such as ERP system.
. Custom WAF Rules.

Best Value for Money: Only WAF & Anti-virus
requires license. The other features are all
FREE.

« Buythelicences onlyifyou needit!

« Enjoy FREE email protection, risk assessment tool,
web scanner, Sangfor Cloud sandbox, reporting
tools, etc.

Sangfor NGAF, Your Security Guard from Now to the Future !

Security Visibility | Real-Time Detection, Rapid Response
Simplified Security O&M | High-Performance for L7 Security



