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The Future of Endpoint Security

Certification of the Best Windows Antivirus Solution
and "TOP PRODUCT" Award by AV-Test

NTEST

The Independent |T'S«‘l\llif'? Irfs‘tii‘fl{n
Recommended Windows Protection by

% Microsoft

@



=3 sancror

<

(o,

SECurmy | Sangfor Endpoint Secure

Enterprise-level endpoints face serious security challenges in a new era
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Manual operation and maintenance increase the cost of defense

Slow Response

Manual Operation

Feature matching response to viruses is inadequate protection to new attack
methods
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High-capacity antivirus feature databases lead to increased host computing
resource costs
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Normal Work
(VAVAV)
AV Signatures
B—
Increased Consumption of
Increased Signature Numbers ﬁ Resources

Outdated virus protection is incompatible with new propagation modes and
virus environments
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Security | Visibility
Baseline :
Security Continuous . : Rapid One Click
Detection | Detection : Endpoint Assets : Response |  Quarantine Command
: S : [so—-  ---]
Vulnerability | i Attack Chain
Detection 3 Tracking
Compliance Light-weight Intelligent Response Correlation
Tight Integration
® Architecture of Endpoint Secure e
Sangfor Endpoint Secure
Endpoint Assets Management . Threat Hunting Testification
Vulnerability & Patch ansomware Malicious File Threat Position
management Brute Force Attack Vulnerability File Quarantine
Function Hot Patching EREiEee) Web Shell Host Isolation
Security Base-line Check Botnet e Bvart Coralksm
Engine Engine Zero Neural-X Behavior Detection Engine
Platform Agent Web Console
{{$: Application Scenarios
Antivirus
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Unsupervised method
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BadRabbit

Unsupervised method 3
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e Device Linkage e

Threat Intelligence Security Analytics

IP Reputation @ Botnet Analysis

@ URL Reputation

File Reputation

Sandboxing

Engine Zero

Deep Learning

Endpoint Secure

Risk Scenario:
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‘@’ Advantages and Characteristics

e Ransomware Protection and Recovery e
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(1) (2] Process (3] Targeted files (5) Encrypted files

Trigger Ransom Letter Operation Access Encrypt

—_— — — —

Honeypot files '

Behavior Monitor € l | @ Terminate .
Process Monitoring 1 @ Backup
v
Process evaluation @ l Backup space
@ Restore
User files

Is there

ransomware User files
behavior?
- @ Discard

1. Suspicious process makes a trigger on the system 5. Malicious process encrypts user files

2. Process tries to change or encrypt files 6. Sangfor Endpoint Secure determines process is malicious

and blocks and terminates the process
3. Behavior is monitored by Sangfor Endpoint Secure

7. Backed up files are ready to be restored immediately
4. Files are backed up in real time
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E High Confidence Event Detection and Remediation

High Confidence Event Detection and Block Settings [

High Confidence Events: 37 , Auto-Blocked: 5 Assets Protected: 1

Phishing Attack

). : g

Security Event High Confidence Event Web Intrusion Auto Fix
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@ Endpoint Secure Home

how this again

Security Event | EventMode  Alert Mode ﬁ figh

Q) Severity: Critical, High. Madium »  Status: Panding x Evart Tag: Phishing Attack. Web nbrusion, Malicious Virus, Clher % Time: Last 30 days x| Excluded Alaris: Hide

WA Exchusians Fafrash Shaw high confidence svants an

Severity Evertt Tag Lt Destected Descripticn ATTACK @ Endpont Datection Sou...  Status Tirne Fined Reaitime Protec...  Thraat Inlaligenci -~
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104 Engine Panding  *
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Hackers lsunched phishing attacks via email apps. and conducted... Ponding * Isclate
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0 Process Tag: -
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& Process User Administator Startip GV *Giisars Pusiic, 0
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&
] L1 Threat Alertsil| -
explarer.exm
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Hackers launched phishing attacks via email apps. and conducted other threat behaviors (13 threats in total) Fixed
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o New Artificial Intelligent Antivirus Engine e
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Sangfor
Engine Zero
Sangfor Anti-Malware Engine

Artificial Intelligence Based Non-Signature Engine
Detect Unknown Malware Accurately

Complete Antivirus Protection for Business PCs:

Protection against 0-day malware attacks, inclusive of
web and e-mail threats (Real-World Testing)
306 samples used

Detection of widespread and prevalent malware
discovered in the last 4 weeks (the AV-TEST reference set)
18,589 samples used

Industry July August
average 2023 2023

©
OO

Protection Score 6.0/6.0

Figure 1. Sangfor Endpoint Secure Protect test results for Protection

Antivirus Solution for Business Efficiency:

Industry. July August
average 2023 2023
Slowing-down when launching popular websites x x x
oy 5 2% 24% 24%
Slower download of frequently-used applications
25 downloaded files
1% 1% 0%
Slower launch of standard software applications ey | TSl |SSeam
70 test cases applied 9% 5% 5%
Slower installation of frequently-used applications e
g .
25 installed applications 19% 13% 12%
Slower copying of files, locally and in a network — — —
9,772 files co
B % 3% 2%

Performance Score 6.0/6.0

Figure 2. Sangfor Endpoint Secure Protect test results for Performance
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e High Compatibility e

Continuously protect the End of Support (EOS) OS system and provide hot patching function to protect None-Restart server.

ER Windows L @ 8 j:%s © e Oce

debian
Windows macOS Ubuntu Redhat CentOS Debian SuSE  Oracle Linux Other
« Windows XP SP3 * +macO0S10.13  -Ubuntu10 -RHEL5 @ -CentOS5 @ .Debian6 - SUSE12 - Oracle - Red Flag
Linux 5 Asianux
* Windows 7 * +mac0S10.14 . Ubuntu = -RHEL6  -CentOS6 = -Debian7 - SUSE1.X Server 4
- Oracle A
* Windows 8 * .Mac0S 1015 -Ubuntu12 -RHEL7 | -CentOS7 = -Debian8 -SUSEfsX ~ Linux6 - Neokylins
+ Windows 8.1* .macOSMx | -Ubunu13 .gueLg - CentOS8 | - Debian 9 - Oracle + NeokKylin 6
Linux 7
+ Windows 10 -macOS 12.x | - Ubuntu 14 - NeoKylin 7
- Oracle
- Windows 11 Linux 8
-macOS13x | - Ubuntu16 . KylinOS 4
« Windows Server 2003 SP2 *
- Ubuntu 18 - Oracle - Ubuntu
- Windows Server 2008 * Linux 9 Kylin 18
- Ubuntu 20
- Windows Server 2008R2 *
- Ubuntu 22
- Windows Server 2012
« Windows Server 2016

« Windows Server 2019

- Windows Server 2022

* The following Windows versions are no longer supported or receiving security updates from Microsoft.

e Multi-dimensional Linkage e

Network Secure Cyb:;g::’lrtnfand
(Firewall) atform

= Network Secure, IAG and Cyber

Endpoint Security coordinated with

N

Command to provide faster response

Endpoint
Security

and more integrated chain of

IAG (el evidence.
(Access Control) (Cloud TI)

® Advanced threat analysis & respond with MITRE ATT&CK® e

ATT&CK™ Matrix @
Hit Tactics: 5 Hit Techniques: 11

Execution Persistence Privilege Escalatio Defense Evasion Credential Access Discover L foveme: Collectior Command and Extiltratio Impact
Control

Command and scri Scheduled Task/Job. Masquerading Ingress Tool Transfer Resource Hijacking
1 3 1 1 1

Valid Accounts Obfuscated Files or .. Application Layer P..
1 1 2

Event Triggered Exe. BITS Jobs,

1 1

Impair Defenses

Faster and more accurately find the threats in the endpoint.
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F£l Edition and Features

- Feature/Module Essential Edition | Ultimate Edition
(] (V]

Vulnerability Scan
Remediation
Security Compliance Check

Asset Inventory

0000

Prevention Asset Discovery

Micro-Segmentation
Hot Patching
TOTP Authentication

Endpoint Behavior Data & Log Collection

Realtime File Monitoring
Ransomware Honeypot
Ransomware Protection

Ransomware Backup Recovery

Q00060

. Ransomware Defense
Protection
Fileless Attack Protection

Q

End-of-Support Windows System Protection
RDP Secondary Authentication (Anti-Ransomware)
Trusted Processes (Anti-Ransomware)

Key Directory Protection (Anti-Ransomware)

Malicious File Detection
APT Detection

Brute-Force Attack Protection

(AN <A<

Improved Phishing and Web Intrusion Detection
Coordinated Malware Response with XDDR
Detection WebShell Detection

Advanced Threat Detection

Suspicious Login Detection . o

Memory Backdoor Detection '

Reverse Shell Detection

Local Privilege Escalation Detection

Remote Command Execution Detection

File Quarantine
Endpoint Isolation
File Remediation

Virus Mitigation
Response

[ AN <AN<2N<2N<]

Automated Response to Phishing and Web Intrusion events
Extended Detection, Defense and Response (XDDR)
Threat Hunting

Domain Isolation

Process Blocking

Script File Upload

B |
Maintenance USB Contro

Unauthorized Outbound Access Detection

Q00000

Remote Support

Application Blacklist

IT Governance Software Metering
Software Uninstallation

Q0 Q00000 QV0Q000V 00000000000V 0V0VVV0V00VNOVV000VVNNO0V 9000V OVBVoO

Ultimate Edition is recommended for device linkage scenario and advanced protection.
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INTERNATIONAL OFFICES

SANGFOR SINGAPORE

10 Ubi Crescent, #04-26 Ubi

Techpark (Lobby B), Singapore 408564
Tel: (+65) 6276-9133

SANGFOR HONG KONG (CHINA)

Unit 1612-16, 16/F, The Metropolis Tower,

10 Metropolis Drive, Hung Hom, Kowloon, Hong Kong
Tel: (+852) 3845-5410

SANGFOR INDONESIA

Atrium Mulia 3rd Floor, JI. H.R. Rasuna Said Kav.

B 10-11 Kuningan, Setia Budi, Kecamatan Setiabudi, Kota Jakarta
Selatan, Daerah Khusus Ibukota Jakarta 12910, Indonesia

Tel: (+62) 21-2168-4132

SANGFOR MALAYSIA

No. 45-10 The Boulevard Offices, Mid Valley City,
Lingkaran Syed Putra, 59200 Kuala Lumpur, Malaysia
Tel: (+60) 3-2702-3645

SANGFOR THAILAND

141 Major Tower Thonglor (Thonglor10) Floor 11 Sukhumvit Road,
Kholngtan Nuea Wattana BKK, Thailand 10110

Tel: (+66) 02-002-0118

SANGFOR PHILIPPINES

Unit 14B 14th Floor, Rufino Pacific Tower, 6784 Ayala Avenue,
Makati City, Metro Manila, Philippines

Tel: (+63) 916-267-7322

SANGFOR VIETNAM
210 Bui Van Ba, Tan Thuan Béng, Quén 7,
Thanh phé HO6 Chi Minh 700000, Vietnam
Tel: (+84) 903-631-488

SANGFOR SOUTH KOREA

Floor 15, Room 1503, Yuwon bldg. 116, Seosomunro,
Jung-gu, Seoul, Republic of Korea

Tel: (+82) 2-6261-0999

SANGFOR UAE

D-81(D-Wing), Dubai Silicon Oasis HQ Building,
Dubai, UAE

Tel: (+971) 52855-2520

SANGFOR PAKISTAN

Office No.210, 2nd Floor, "The Forum",

Plot No. G-20, Block 9, Khayaban-e-Jami, Clifton, Karachi, Pakistan
South Region: +92 321 2373991

North Region: +92 345 2869434

Central Region: +92 3214654743

SANGFOR ITALY
Floor 8, Via Marsala, 36B, 21013 Gallarate VA, ltalia
Tel: (+39) 0331-6487-73

SANGFOR TURKIYE

A Blok. Kat 51. D 643, Atatlirk Mh, Ertugrul Gazi Sk,
Metropol istanbul Sitesi. 34758 Atasehir/istanbul
Tel: (+90) 216-5156969

AVAILABLE SOLUTIONS

IAG - Internet Access Gateway
Secure User Internet Access Behaviour

Network Secure - Next Generation Firewall
Smarter Al-Powered Perimeter Defence

Endpoint Secure - Endpoint Security
The Future of Endpoint Security

Cyber Command - Network Detection and Response
Smart Efficient Detection and Response

Omni-Command - Extended Detection and Response
Revolutionize Your Cyber Defense with Intelligent XDR

TIARA - Threat Identification, Analysis and Risk Assessment

Smart Threat Analysis and Assessment

IR - Incident Response
Sangfor Incident Response — One Call Away

Cyber Guardian - Managed Threat Detection & Response Service

Faster Response Through Human/Al Collaboration

HCI - Hyper-Converged Infrastructure
Fully Converge Your Data Center

MCS - Managed Cloud Services
Your Exclusive Digital Infrastructure

VDI - aDesk Virtual Desktop Infrastructure
Seamless Experience, Secure and Efficient

Access Secure - Secure Access Service Edge
Simple Security for Branches & Remote Users

EDS - Enterprise Distributed Storage
The Only Secured Data Storage You Need

SD-WAN
Boost Your Branch with Sangfor

S SANGFOR
E E Sales: sales@sangfor.com
ui

Marketing: marketing@sangfor.com

www.sangfor.com
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Global Service Center: +60 12711 7129 (or 7511)



