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Declaration

Copyright © SANGFOR Technologies Inc.rights reserved.

No part of the information contained in this document shall be extracted,
reproduced or transmitted in any form or by any means, without prior written
permission of SANGFOR.

P
SANGFOR, SANGFOR Technologies and the SANGFOI= care the

trademarks or registered trademarks of SANGFOR Technologies Co. Ltd. All other

trademarks used or mentioned herein belong to their respective owners.

This manual shall only be used as usage guidnd no statement, information, or
suggestion in it shall be considered as implied or express warranties of any kind, unless
otherwise stated. This manual is subject to change without notice. To obtain the latest
version of this manual, please contacetiCustomer Service of SANGFOR Technologies
CO. Ltd
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About This Document

Organization

Part1  Describe the hardware server and software server requirement in order to install External

Data Center. Step of Installation included.

Part Il Describe the interface and each of the function such as generate report, check online
behavior and system managenteJustify overall configuration, setting and precaution.

@

both hardware and software specifications. Therefore, confirm with SANGFOR about problems involving

This document takes SANGFOR IAM M5100 as an example. Equipment of different models differs in

product specifications.

Conventions

GUI Conventions

ltem Sign Example
Frame-+shadow+
Button shading The OK button can be simplified as OK.

The menu item System Setup can be simplified a:

Menuitem { System Setup.

Choose cascading menu

items &) Choose System Setup > Interface Configuration.
Drop-down list, option The Enable User check box can be simplified as
button, check box [] Enable User.
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Window name Bold Font Open the New User window.

The prompt"Succeed in saving configuration. Tt
configuration is modified. You need to restart tl

DLAN service for the modification to take effect.

Prompt Restart the service noWws displayed.

Symbol Conventions

The symbols that may be found in this document are defined as follows:

A Caution: alerts you to a precaution to be observed during operation. Improper operation

may cause setting validation failure, data lossequipment damage.

Warning: alerts you to pay attention to the provided information. Improper

operation may cause bodily injuries.

L

%
Note or tip: provides additional information or a tip to operations.

Technical Support

Email:tech.support@sangfor.com

International Service Centre: +60 12711 7129 (7511) Malaysia: 1700817071

Website www.sangfor.com

Acknowledgment

Thanks for choosing our product and user manual. For any suggestions on our product or user

manual, provide your feedback to us by phone or email.
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Chapter 1 IAM Installation

This chapter mainly describes the appearance and installation of SANGFOR IAM hardware device.

After correct installation, you can configure and debug the system.

1.1 Environment Requirement

The SANGFOR IAM device requires the follogworking environment:
e Input voltage: 11030V
¢ Temperature: 84 5 0

e Humidity: 5%90%

To ensure longerm and stable running of the system, the power supply should be properly grounded,
dustproof measures taken, working environment well ventilated andimdtemperature kept stable.
This product conforms to the requirements on environment protection, and the placement, usage and

discard of the product should comply with relevant national law and regulation.

1.2 Power

The SANGFOR IAM device uses 110 ~ 28@rnating current (IAM) as its power supply. Make sure

it is well-grounded before being provided with power supply.

1.3 Product Appearance
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™, SANGFOR

SANGFOR IAM Hardware Device

Above is the front panel of SANGFOR IAM hardware gateway device. The interfaces catimdgi
on the front panel are described respectively in the following table.

Table 1 Interface Description

No. Interface/Indicator Usage

1 CONSOLE Interface Used for highavailability function (redundant system)
2 WANZ2 (eth3) Network interface to be defined as WAN2 interface
3 DMZ (ethl) Network interface to be defined as DMZ interface

4 WAN1 (eth2) Network interface to be defined as WANL1 interface
5 LAN (eth0) Network interface to be defined as LAN interface

6 POWERNdicator Power indicator of IAM gateway device

7 ALARM Indicator Alarm indicator of IAM gateway device

({’) The CONSOLE interface is only for debugging by technical engineers. The end users connect

to the device via the network interfaces.

1.4 Configuration and Management

www.sangfor.com
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Before configuring the device, please prepare a computer and make sure the web browser (for

example, Internet Explorer browser) of the computer can be used normally. Then connect the
computer with the IAM device to a same lo@aka network (LAN) and then configure the 1AM device

on the computer over the established network.

The default IP address settings for the network interfaces are described below:

Interface IP Address

ethO (LAN) 10.251.251.251/24
ethl (DMZ) 10.252.252.252/24
eth2 (WAN1) 200.200.20.61/24

1.5Wiring Method of Standalone

Connect the power cable to the Power interface on the rear panel of the IAM device and switch on

the power supply. The POWER indicator (in green) and ALARM indicator (inaadhe front panel
will be lighted. The ALARM indicator will go out one or two minutes later, indicating the device runs

normally.
Follow the instructions below to wire the interfaces:

e Use standard R45 Ethernet cable to connect the LAN interface to tbeal area network

and then configure the 1AM device.

e Use standard Rd5 Ethernet cable to connect the WANL interface with the networking

device, such as router, optical fiber transceiver, ADSL Modem, etc.

e Use standard Rd5 Ethernet cable to connect DM@terface to the DMZ zone network.
Generally, the Web server and Mail server providing services to wide area network (WAN)

are placed at the DMZ zone. The IAM device provides secure protection for these servers.
When wiring the interfaces, please use th@mect cables for connection as instructed below:

e Use straightthrough cable to connect a WAN interface with the Modem, and crossover

cable to connect a WAN interface with the router.

e Use straighithrough cable to connect the LAN interface with the swit@nd crossover
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cable to connect the LAN interface on the device with the network interface on the

computer.

If connections cannot be established while the corresponding indicator functions normally, please
check whether cables are correctly used for coriiwers. The differences between straigtirough
cable and crossover cable are the wire sequences at both ends, as shown below:

1. Wire Sequence of Straight-through Cable

blue — white blue _ blue white blue
yhite green —green white green— ) [ _—green
,,orange s, | /I."Ilr white brown ., orange I3 / rwhite brown
white orange %400V 1 M bromm white orange ™\ { £ brown
RJ-45% Crvstal Head
\Q‘::__F; "‘"%\_:_‘

2. Wire Sequence of Crossover Cable

blue white blue blue

white blue

white sreen— —ZYeen white orange — orange
orange x\ ,u']r hite brown . Eresn— / {—white browm
yhite orange 344000 Chrowm white zreen %4440 04 SFhrowm

R]-45 Crystal Head

Wire Sequences of Straight-through Cable and Crossover Cable

After correctconnections, log in to the console of IAM device and configure the deployment mode
according to the network topology (see section 3.1.3.1 Deployment).

W 1

@
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1. Multi-line function of the IAM device allows multiple Internet lines to be connected in. In this
situation, connect the second networking device to WAN2 interface, the third networking

device to WANS3 interface, and so on.

2. When |IAM gateway device is running, the POWER indicator (in green) keeps lighted, the
WAN LINK and LAN LINK indicators (in orang&keep lighted. The ACT indicator (in green)

will flicker if there is data flow. When the device is starting, the ALARM indicator is lighted (in
red) due to system loading and then goes out after one or two minutes, indicating successful
startup of the devie. After startup, the ALARM indicator may flash, which means the device is
writing logs. However, if the ALARM indicator stays lighted for a long time and does not go
out, please siit down the device and restart the device after 5 minutes. If this sitmatio

remains after restart, please contact us.

1.6 Wiring Method of Redundant System

If two IAM devices are deployed in high availability mode (HA), please wire the two devices to
external network and internal network as shown below:

>4

| ¥ Extemal Line

DMZ ‘ LAN DMZ LAN

. Heartbeat cable connected

Internal Line

Follow the instructions blew to wire the two devices:

e Use standard Rd5 Ethernet cable to connect the WANL interfaces of the two IAM devices
to a same switch (if muHiine function is applied, the wirin method is the same: just connect
the WAN interfaces of the two devices tasame external line), and then connect the switch

to other networking devices, such as router, fiber optical transceiver and ADSL Modem, etc.
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e Use the Console cable (among the accessories) to connect Console interfaces of the two IAM

devices.

e Use RJM5 Ethenet cable to connect the LAN interfaces (ethQ) of the two IAM devices to a

same switch, and then connect the switch to the LAN switch, connecting it to the LAN.

After the two devices are correctly wired, switch on the power for both devices and then cwafig
them. The procedures for configuring the redundant system are the same as that for a standalone
device. You need only configure the active 1AM device, which will automatically synchronize its

configurations to the standby IAM device.

Chapter 2 IAM Console

2.1 Web Ul Login

The 1AM device supports secure HTTPS login, using the standard port of HTTPS protocol. If you log
into the Web Console of the IAM device for the first time, type the default login address
https://10.251.251.261he address bar dhe browser.

Using HTTPS to login to the WEBUI and manage the IAM device can avoid the potential risks

that the configurations may be intercepted during transmission.

2.1.1 Log into the Web Console

After finishing all the wiring, you can then log into th&/eb User Interface (Ul) to configure the

SANGFOR IAM device. Follow the procedures below to log into the console of the IAM device:

Step 1. Configure an IP address (for example, 10.251.251.100) on the 10.251.251.X subnet for the
computer, and then type thelefault login IP address and port in the |IE address bar:
https://10.251.251.2&lick <Go> and the following alert dialog appears:
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Security Alert

|nformation you exchange with thiz zite cannot be viewed or
=

changed by otherz. Howewver, there iz a problem with the site's
gecurity certificate.

& The securty certificate was izzued by a company vou have
not choszen to trust, VWiew the certificate to determine whether
wou want ko trugt the certifying authority.

a The zecurty certificate date is walid.

The name on the zecurity certificate iz invalid or does not
match the name of the zite

Do pou want to proceed?

| ves [ Mo | [ viewCetiicate

Step 2. Click <Yes> to open the login interface, as shown below:

Hotline: +60 12711 7129(7511) w Internet Access Management  vIAM-50

TECHNICAL SUPPORT More services in SODO’O! Tech .
+6012711 7129 (7511) S ro Communty admin

SUPPORT

[ 1 have read and agree to the Terms of Use and Privacy Policy

Root Certificate Version Older Portal

Step 3. Type the user name and password, read the Terms of Use and Privacy Policy, select "l have
read and agree to the Terms of Use and Privacy Policy" if you agree (If you have any question
about the Terms of Use and Privacy Policy, please contact S3nafal click <Login> to log
into the IAM device console. The username and password éméra by default.

If the user's password is too simple, it will be detected to be weak. On the console, the
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system prompts to modify the weak password after login. Plogup is shown below:

Note: If the password is not modified with 15 days, a compulsory password modification is prompted in

the next login.

Change Mow

www.sangfor.com
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You can log into theonsole without installing any ActiveX. NofE browsers are also supported.

2.1.2 Remove the Certificate Alert Dialog

During the login to the console, the browser may pop up the certificate alert dialog. To remove it, do

as follows:

Step 1. Log into theonsole, open the [System] > [General] > [Advanced] > [Web Ul] page. Specify

the IP address (to which the certificate will be issued) in the [Issue Console SSL Cert. T0]

field. Here, the IP address refers to that of the network interface for login ansl tihe P

address of the LAN interface by default. In this example, we suppose that you have logged

into the console through the default address of the LAN interface.

Server Cerfificate
Redirection/Proxy
SHMP

DNS Service
Fublic &PI

Cther Options

Motification

Step 2. Click <Download Certificate> to download the certificate to the local compuneclick

Issue SSL Certificate To:

<Save> to save it.

Category < || Weh UI
Weh LT i
Default Encoding: | cpK ~ (@D
Proxy .
Speed Unit: | bps v
Rernote Tech Suppaort : .
Radix: 1000(recommended)y | v (i)
Syslog Server
HTTRS Port: 443
Central M t .. . -
SO (IR Inactivity Timeout: 50 -:i}
DIEAES bmmE Max Atternpts: 5 (0]

® Device on192,168.19.99

Specified (up to 60 characters)

Currently Issued To:

Certificate

197.168.19.99

Commit

www.sangfor.com
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File Download - Security Warning

Do pou want to open or zave thiz file?

Mame: ca_root.crt
Type: Security Certificate
From: 200,200.76.210

Open l[ Save ]| Cancel |

“While files from the Internet can be useful, thiz file type can
o potentially harm your cormputer. If pou do not trust the zource, do not

open or save thiz sofbware. What's the rigk’y

Step 3. Locate the certificate in the local computer and dealid& it to install.

After the certificate is installed, the alert dialog will not pop up when you login through the default

address of the LAN interface.

vl

@
Q Only when you login through the IP address specified in [Issue Console SSL Cert. To] and the
local computer has installed the certificate will this alert dialog be removed. If you login through

other address or the computer has not installed the certifictite alert dialog will still pop up.

2.1.3 CA Login Methods

Similar tolAM, authentication server uses the default port ethO to log in to a device, with the default address of
10.251.251.251/24.

After wires are connected according to the method above, the CA device is configured through the Web

interface. The method is showwelow:

First, configure an IP for the network segment 10.251.251.X for this machine (for example, 10.251.251.100), and
then enter the default login IP and the port https://10.251.251.251 of the gateway in the browser IE. A web page

is shown below:

www.sangfor.com 34


http://www.sangfor.com/

& SANGFOR

e

=~ IAM 12.0.42
Enttehre account and the password to | og in

2.2 Configuration

After logging in to the Web Ul, you will see the following major modules: [System], [Proxy],
[Objects], [Users], [Access Mgt], [Bandwidth Mgt], [Endpoint Devid&ecurity] and [Systemps

shown below:
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