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About This Document  

Organization  

Part I  Describe the hardware server and software server requirement in order to install External 

Data Center. Step of Installation included. 

Part II  Describe the interface and each of the function such as generate report, check online 

behavior and system management. Justify overall configuration, setting and precaution. 

 

 

This document takes SANGFOR IAM M5100 as an example. Equipment of different models differs in  

both hardware and software specifications. Therefore, confirm with SANGFOR about problems involving  

product specifications. 

 

Conventions  

GUI Conventions 

Item  Sign Example 

 

Button 

Frame+shadow+ 

shading 

 

The OK button can be simplified as OK. 

 

Menu item 

 

{} 

The menu item System Setup can be simplified as 

System Setup. 

Choose cascading menu 

items 

 

ᾧ  

 

Choose System Setup > Interface Configuration. 

Drop-down list, option 

button, check box 

 

[ ]  

The Enable User check box can be simplified as 

Enable User. 
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Window name Bold Font Open the New User window. 

 

 

Prompt 

 

 

"" 

The prompt "Succeed in saving configuration. The 

configuration is modified. You need to restart the 

DLAN service for the modification to take effect. 

Restart the service now?" is displayed. 
 

 

Symbol Conventions  

The symbols that may be found in this document are defined as follows: 

 

Caution: alerts you to a precaution to be observed during operation. Improper operation 

may cause setting validation failure, data loss, or equipment damage. 

 

Warning: alerts you to pay attention to the provided information. Improper 

operation may cause bodily injuries.  

 

Note or tip:  provides additional information or a tip to operations.  

 

Technical Support  

Email: tech.support@sangfor.com 

International Service Centre: +60 12711 7129 (7511) Malaysia: 1700817071 

Website: www.sangfor.com 
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Thanks for choosing our product and user manual. For any suggestions on our product or user 

manual, provide your feedback to us by phone or email. 

http://www.sangfor.com/
mailto:tech.support@sangfor.com
http://www.sangfor.com/


www.sangfor.com 
25 

IAM 12.0.42 

 User Manual 

 

 

 

Chapter 1 IAM Installation  

This chapter mainly describes the appearance and installation of SANGFOR IAM hardware device. 

After correct installation, you can configure and debug the system. 

 

1.1 Environment Requirement  

The SANGFOR IAM device requires the following working environment: 

É Input voltage: 110V-230V 

É Temperature: 0-45ὑ 

É Humidity: 5%-90% 

 

To ensure long-term and stable running of the system, the power supply should be properly grounded, 

dustproof measures taken, working environment well ventilated and indoor temperature kept stable. 

This product conforms to the requirements on environment protection, and the placement, usage and 

discard of the product should comply with relevant national law and regulation. 

 

1.2 Power 

The SANGFOR IAM device uses 110 ~ 230V alternating current (IAM) as its power supply. Make sure 

it is well-grounded before being provided with power supply. 

 

1.3 Product Appearance 
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SANGFOR IAM Hardware Device 

 

Above is the front panel of SANGFOR IAM hardware gateway device. The interfaces or indicators 

on the front panel are described respectively in the following table. 

 

 

Table 1 Interface Description 

 

No. Interface/Indicator  Usage 

1 CONSOLE Interface Used for high-availability function (redundant system) 

2 WAN2 (eth3) Network interface to be defined as WAN2 interface 

3 DMZ (eth1) Network interface to be defined as DMZ interface 

4 WAN1 (eth2) Network interface to be defined as WAN1 interface 

5 LAN (eth0) Network interface to be defined as LAN interface 

6 POWER Indicator Power indicator of IAM gateway device 

7 ALARM Indicator Alarm indicator of IAM gateway device 

 

 

The CONSOLE interface is only for debugging by technical engineers. The end users connect 

to the device via the network interfaces. 

 

1.4 Configuration and Management  
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Before configuring the device, please prepare a computer and make sure the web browser (for 

example, Internet Explorer browser) of the computer can be used normally. Then connect the 

computer with the IAM device to a same local area network (LAN) and then configure the IAM device 

on the computer over the established network. 

The default IP address settings for the network interfaces are described below: 

 

Interface  IP Address 

eth0 (LAN) 10.251.251.251/24 

eth1 (DMZ) 10.252.252.252/24 

eth2 (WAN1) 200.200.20.61/24 

 

1.5 Wiring Method of Standalone  

Connect the power cable to the Power interface on the rear panel of the IAM device and switch on 

the power supply. The POWER indicator (in green) and ALARM indicator (in red) on the front panel 

will be lighted. The ALARM indicator will go out one or two minutes later, indicating the device runs 

normally. 

Follow the instructions below to wire the interfaces: 

É Use standard RJ-45 Ethernet cable to connect the LAN interface to the local area network 

and then configure the IAM device. 

É Use standard RJ-45 Ethernet cable to connect the WAN1 interface with the networking 

device, such as router, optical fiber transceiver, ADSL Modem, etc. 

É Use standard RJ-45 Ethernet cable to connect DMZ interface to the DMZ zone network. 

Generally, the Web server and Mail server providing services to wide area network (WAN) 

are placed at the DMZ zone. The IAM device provides secure protection for these servers. 

When wiring the interfaces, please use the correct cables for connection as instructed below: 

É Use straight-through cable to connect a WAN interface with the Modem, and crossover 

cable to connect a WAN interface with the router. 

É Use straight-through cable to connect the LAN interface with the switch, and crossover 

http://www.sangfor.com/


www.sangfor.com 
28 

IAM 12.0.42 

 User Manual 

 

 

cable to connect the LAN interface on the device with the network interface on the 

computer. 

If connections cannot be established while the corresponding indicator functions normally, please 

check whether cables are correctly used for connections. The differences between straight-through 

cable and crossover cable are the wire sequences at both ends, as shown below: 

 

 

 

Wire Sequences of Straight-through Cable and Crossover Cable  

 

After correct connections, log in to the console of IAM device and configure the deployment mode 

according to the network topology (see section 3.1.3.1 Deployment). 
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1. Multi -line function of the IAM device allows multiple Internet lines to be connected in. In this 

situation, connect the second networking device to WAN2 interface, the third networking 

device to WAN3 interface, and so on. 

2. When IAM gateway device is running, the POWER indicator (in green) keeps lighted, the 

WAN LINK and LAN LINK indicators (in orange) keep lighted. The ACT indicator (in green) 

will flicker if there is data flow. When the device is starting, the ALARM indicator is lighted (in 

red) due to system loading and then goes out after one or two minutes, indicating successful 

startup of the device. After startup, the ALARM indicator may flash, which means the device is 

writing logs. However, if the ALARM indicator stays lighted for a long time and does not go 

out, please shut down the device and restart the device after 5 minutes. If this situation 

remains after restart, please contact us. 

 

1.6 Wiring Method of Redundant System  

If two IAM devices are deployed in high availability mode (HA), please wire the two devices to 

external network and internal network as shown below: 

 

Follow the instructions below to wire the two devices: 

É Use standard RJ-45 Ethernet cable to connect the WAN1 interfaces of the two IAM devices 

to a same switch (if multi-line function is applied, the wirin method is the same: just connect 

the WAN interfaces of the two devices to a same external line), and then connect the switch 

to other networking devices, such as router, fiber optical transceiver and ADSL Modem, etc. 
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É Use the Console cable (among the accessories) to connect Console interfaces of the two IAM 

devices. 

É Use RJ-45 Ethernet cable to connect the LAN interfaces (eth0) of the two IAM devices to a 

same switch, and then connect the switch to the LAN switch, connecting it to the LAN. 

After the two devices are correctly wired, switch on the power for both devices and then configure 

them. The procedures for configuring the redundant system are the same as that for a standalone 

device. You need only configure the active IAM device, which will automatically synchronize its 

configurations to the standby IAM device. 

 

Chapter 2 IAM Console 

2.1  Web UI Login  

The IAM device supports secure HTTPS login, using the standard port of HTTPS protocol. If you log 

into the Web Console of the IAM device for the first time, type the default login address 

https://10.251.251.251 in the address bar of the browser. 

 

 

Using HTTPS to login to the WEBUI and manage the IAM device can avoid the potential risks 

that the configurations may be intercepted during transmission. 

 

2.1.1  Log into the Web Console  

After finishing all the wiring, you can then log into the Web User Interface (UI) to configure the 

SANGFOR IAM device. Follow the procedures below to log into the console of the IAM device: 

Step 1. Configure an IP address (for example, 10.251.251.100) on the 10.251.251.X subnet for the 

computer, and then type the default login IP address and port in the IE address bar: 

https://10.251.251.251. Click <Go> and the following alert dialog appears: 
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Step 2. Click <Yes> to open the login interface, as shown below: 

 

 

Step 3. Type the user name and password, read the Terms of Use and Privacy Policy, select "I have 

read and agree to the Terms of Use and Privacy Policy" if you agree (If you have any question 

about the Terms of Use and Privacy Policy, please contact Sangfor), and click <Login> to log 

into the IAM device console. The username and password are admin by default. 

 

If the user's password is too simple, it will be detected to be weak. On the console, the 
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system prompts to modify the weak password after login. The popup is shown below: 

 

 

Note: If the password is not modified with 15 days, a compulsory password modification is prompted in 

the next login. 

 

 

 

To view the version of the current IAM gateway device, click <Version>. 
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You can log into the console without installing any ActiveX. Non-IE browsers are also supported. 

 

2.1.2  Remove the Certificate Alert Dialog  

During the login to the console, the browser may pop up the certificate alert dialog. To remove it, do 

as follows: 

Step 1. Log into the console, open the [System] > [General] > [Advanced] > [Web UI] page. Specify 

the IP address (to which the certificate will be issued) in the [Issue Console SSL Cert. To] 

field. Here, the IP address refers to that of the network interface for login and it is the IP 

address of the LAN interface by default. In this example, we suppose that you have logged 

into the console through the default address of the LAN interface. 

 

 

 

Step 2. Click <Download Certificate> to download the certificate to the local computer and click 

<Save> to save it. 
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Step 3. Locate the certificate in the local computer and double-click it to install. 

 

After the certificate is installed, the alert dialog will not pop up when you login through the default 

address of the LAN interface. 

 

 

Only when you login through the IP address specified in [Issue Console SSL Cert. To] and the 

local computer has installed the certificate will this alert dialog be removed. If you login through 

other address or the computer has not installed the certificate, the alert dialog will still pop up. 

 

2.1.3  CA Login Methods  

Similar to IAM, authentication server uses the default port eth0 to log in to a device, with the default address of 

10.251.251.251/24. 

After wires are connected according to the method above, the CA device is configured through the Web 

interface. The method is shown below: 

First, configure an IP for the network segment 10.251.251.X for this machine (for example, 10.251.251.100), and 

then enter the default login IP and the port https://10.251.251.251 of the gateway in the browser IE. A web page 

is shown below: 

http://www.sangfor.com/


www.sangfor.com 
35 

IAM 12.0.42 

 User Manual 

 

 

 

Enter the account and the password to log in to the CA server page. 

 

 

2.2  Configuration  

After logging in to the Web UI, you will see the following major modules: [System], [Proxy], 

[Objects], [Users], [Access Mgt], [Bandwidth Mgt], [Endpoint Device], [Security] and [System] as 

shown below: 
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